BOQ KHOA HQC VA CONG NGHE CONG HOA XA HQI CHU NGHIA VIET NAM
Poc lap — Tu do — Hanh phic

Sé: [2025/TT-..... Ha Néi, ngay......thang.......nam 2025

Du thao Thong tw
Phién béan 1.0

THONG TU
Quy dinh tiéu chuin bit budc ap dung cho chir
Ky s6, chirng thw chir ky s6 va dich vu tin ciy

Can cuwr Ludt Giao dich dién tw ngay 22 thang 06 nam 2023;

Can cir Nghi dinh s6 23/2025/NP-CP ngay 21 thang 02 nam 2025 ciia
Chinh phii quy dinh chi tiét thi hanh Ludt Giao dich dién tir vé chit ky dién tir va
dich vu tin cqy;

Can cit Nghi dinh s6 55/2025/NP-CP ngay 02 thang 3 ndm 2025 ciia Chinh
phii quy dinh chire ndng, nhiém vy, quyén han va co cdu té chirc ciia Bé Khoa hoc
va Cong nghé;

Theo dé nghi ciia Vu trudng Vu Phdp ché va Gidm doc Trung tdm Chitng
thuwe dién tir quoc gia;

B¢ truong Bo Khoa hoc va Cong nghé ban hanh Thong tw quy dinh tiéu
chudn bdt budc dp dung cho chit ky s6, chieng thu chit ky sé va dich vu tin cqy.

Pi¢u 1. Pham vi diéu chinh

Thong tu nay quy dinh tiéu chuan bat budc ap dung cho chit ky sd, chimg
thu chir ky s6 va dich vu tin cay nhu sau:

1. Danh muc Tiéu chuan bét budc ap dung cho chit ky sé va dich vu chimg
thuc chit ky sé cong cong tai Phu Iuc I ban hanh kém theo Thong tu nay.

2. Danh myc Tiéu chuan bét budc ap dung cho dich vu cdp diu thoi gian
tai Phu luc II ban hanh kém theo Thong tu nay.

3. Danh muc Tiéu chuin bat budc ap dung cho dich vu chimg thuc thong
di€p dir liéu tai Phu lyc I1I ban hanh kém theo Thong tu nay.

4. Danh sach céac chung thu chir ky ) géc tin cdy tai Phu luc IV ban hanh
kém theo Thong tu nay.

5. Dinh dang thong tin trén chtng thu chit ky sé cua td chic cung cap dich
vu ching thuc chit ky sd cong cong tai Phu luc V ban hanh kém theo Thong tu
nay.

6. Pinh dang thong tin trén chimg thu chit ky s6 cta t6 chirc cung cap dich
vu cap déu thoi gian tai Phu luc VI ban hanh kém theo Thong tu nay.



7. Dinh dang thdng tin trén chtng thu chit ky s6 cua td chic cung cap dich
vu ching thuc thong di¢p dir li¢u tai Phu luc VII ban hanh kém theo Thong tu
nay.

8. Pinh dang thong tin trén ching thu chit ky s6 cta thué bao tai Phu luc
VIII ban hanh kém theo Thong tu nay.

Piéu 2. Pdi twong ap dung

Thong tu nay ap dung dbi voi:

1. T6 chirc cung cap dich vu Ching thuc dién tr quic gia.

2. T6 chire cung cap dich vu tin cay.

3. T6 chire cung cép dich vu chimg thyc chit ky dién tir nude ngoai tai Viét Nam.

4. T6 chirc, ca nhan phat trién tng dung sir dung chit ky sd, giai phap cho
dich vu tin cay.

5. Co quan, t0 chtic, ca nhan tham gia truc tiép hodc c6 lién quan dén chit ky
s6 va dich vu tin cay.

Piéu 3. T6 chirc thue hién

1. Theo tung thot ky, B Khoa hoc va Cong ngh¢ xem xét, stra ddi, bo sung
tiéu chuan bat budc ap dung cho chit ky sb, chimg thu chit ky sb va dich vy tin
cdy quy dinh tai Piéu 1 cia Thong tu nay phu hop voi tinh hinh phat trién cong
nghé va chinh sach quan 1y cia Nha nudec.

2. Trung tam Chung thuc dién tir qudc gia c6 trach nhiém hudéng din viéc
ap dung céc tiéu chuan quy dinh tai Diéu 1 ctiia Thong tu nay.

Diéu 4. Diéu khoin thi hanh

1. Thong tu nay c6 hiéu lyc thi hanh ké tir ngay....... thang ..... nam 2025.

2. Thong tu s6 06/2015/TT-BTTTT ngay 23 thang 3 nam 2015 cua B
truong B Thong tin va Truyén thong quy dinh danh muc tiéu chuan bat budc ap
dung vé chir ky s6 va dich vu chimg thuc chit ky s6 va Thong tu s6 16/2019/TT-
BTTTT ngay 05 thang 12 nim 2019 ctia BO trudng Bo Thong tin va Truyén thong
quy dinh danh muc tiéu chuan bat budc ap dung vé chit ky sd va dich vu chimg
thuc chit ky s6 theo mo hinh ky s6 trén thiét bi di dong va ky s6 tir xa hét hiéu luc
ké tir ngdy Thong tu ndy c6 hiéu luc thi hanh.

3. P6i v6i hd so dé nghi cap Gidy phép cung cap dich vu chimg thuc chit
ky sd cong cong, Gidy chimg nhan dang ky hoat dong cua to chirc cung cap dich
vu chtng thuce chit ky s6 chuyén dung, Gidy chimg nhan du diéu kién dam bao an
toan cho chit ky s6 chuyén dung d3 ndp cho co quan nha nudc c6 thim quyén
nhung dén ngay Thong tu nay c¢6 hiéu lyc thi hanh chua duoc cip gidy phép, gidy
chtng nhan thi dugc tiép tuc ap dung quy dinh ctua Thong tu sd 06/2015/TT-
BTTTT ngay 23 thang 3 nam 2015 ciia Bo trudng B Thong tin va Truyén thong
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va Thong tu s6 16/2019/TT-BTTTT ngay 05 thang 12 nim 2019 ctia BO trudng
Bo Théng tin va Truyén thong.

4. Trong vong 02 nam ké tir ngdy Thong tu nay c6 hiéu lyc thi hanh, t6
chtrc cung cap dich vu ching thyc chit ky s cong cong dang hoat dong hop phap
c6 trach nhiém ra soat, nang cip hé théng thong tin va k¥ thut dép tng quy dinh
tai Thong tu nay.

5. Chanh Vin phong, Vu truéng Vu Phéap ché, Giam déc Trung tAm Chimg
thuc dién tir quéc gia, Thu trudng cac co quan, don vi thudc BO, cac td chirc va
ca nhan c6 lién quan chiu trach nhiém thi hanh Thong tu nay.

6. Trong qua trinh thyc hién, néu c6 khoé khan, vuong méc, cac co quan, td
chtrc va ca nhan phan anh kip thoi vé Bo Khoa hoc va Cong nghé dé xem xét, giai
quyét./.

Noi nhdn: . .
- Thi tuéng, céc Phé Thi tuéng Chinh phi; BO TRUONG
- Cac B, co quan ngang B9, co quan thuge Chinh phu;
- UBND cac tinh, thanh pho trie thudoc TW;
-So KHC}N cac tinh, thanh pho tryc thuéc TW;
- Cuc Kiém tra van ban QPPL (B$ Tu phap);
- Cong bdo, Cong thong tin dién tir Chinh phu;
- B6 KHCN: B¢ trudng va cac Thir truong,
cac co quan, don vi thudc Bo;

- Cong thong tin dién tir Bo;

- Luu: VT, NEAC. Nguyén Manh Hing



Phu luc |

DANH MUC TIEU CHUAN BAT BUQC AP DUNG VE CHU KY SO
VA DICH VU CHUNG THUC CHU KY SO CONG CONG

(Ban hanh kém theo Théng tur so......
hoc va Cong nghé)

ngay..... thang...... nam.....

cua B¢ truong Bo Khoa

So Loai Ky hi¢u Tén diy du Quy dinh
TT | tiéu chuan | tiéu chuan cia tiéu chuan ap dung
1 Chir ky s6 va dich vu chieng thuc chir Ky s6 theo mé hinh ky s trén thiét
bi di dong (Mobile PKI)
1.1 | Tiéu chuin mit mi va chir ky s6
- Ap dung n}ét trong
PKCS #1 Standard - Péi véi tiéu chuan
RSA:
+ Phién ban 2.1
Mt mé phi Public Ke © Apdungluge do
1.1.1 | dbi ximg va Cryptogra)[ghy forthe | ROAES-OAEP dé ma
hit kv s6 ) h . hoa va RSASSA-PSS
chu Ky Financial Services 48 ks
ANSI Industry: The Elliptic Y . L
X9.62-2005 Curve Digital + Do dai khéa toi thiéu
' Signature Algorithm | la 2048 bit
(ECDSA) - Ddi véi tiéu chuan
E,CDSA: d6 dai khoa
toi thiéu la 256 bit
Cong ngh¢ thong tin -
TCVN K¥ thuat mat ma -
Mat ma d6i | 7816:2007 | Thuat todn ma hoa dir
112 lidu AES
xung (FIPS PUB :
197) (Advanced Encryption
Standard)
Ap dung maét trong cac
EéZiPUB Secure Hash Standard | ham bam sau:
SHA-256,
SHA-384,
Yéu cau SHA-512,
1.1.3 | cho ham SHA-3 Standard: SHA-512/224,
bim FIPS PUB Permutation-Based SHA-512/256,
202 Hash and Extendable- | SHA3-224, SHA3-256,

Output Functions

SHA3-384, SHA3-512,
SHAKE128,
SHAKE256




So Loai Ky hi¢u Tén diy du Quy dinh
TT | tiéu chuan | tiéu chuan cia tiéu chuan ap dung
1.2 | Tiéu chuin théng tin, dit liéu
Dinh dang .
chimg thu Internet X.509 Public
chit ky 6 Key Infrastructure
1.2.1 | vadanh RFC 5280 | Certificateand
sach thu hodi Certificate Revocation
chimg thu List (CRL) Profile
chit ky s6
Cu phap Cryptographic
1.2.2 | thong diép | PKCS #7 Message Syntax Phién ban 1.5
mat ma Standard
Cu phép Private-Key
1.2.3 | thong tin PKCS #8 Information Syntax Phién ban 1.2
khoa riéng Standard
CU phap Certification Request
1.2.4 | yéu cau PCKS #10 Phién ban 1.7
, Syntax Standard
ching thuc
Giao d,ién
125 | 830ep | ppegyyg | Cryptographictoken o e a0 g
voi cac thé interface standard
mat ma
tcr::opggf Personal Information
1.2.6 A .. . | PKCS#12 Exchange Syntax Phién ban 1.0
thong tin ca
N Standard
nhan
1.3 | Tiéu chuin chinh sich va quy ché chirng thye chir ky so
Internet X.509 Public
Khung quy Key Infrastructure -
ché chimg Certificate Policy and
13.1 | thye va RFC 3647 | certification Practices
chinh sach Framework
chung thu
1.4 | Tiéu chuin giao thirc lwu trit va truy xuét chirng thu chir ky so
Luoc db Lightweight Directory
1.4.1 | Giao thite Access Protocol
truy nha RFC 4523 (LDAP) Schema
y nhap Definitions for X.509
thu muc

Certificates




S6 Loai . Ky hiég Tén day du Quy dinh
TT | tiéu chuan | tiéu chuan cia tiéu chuan ap dung
Lightweight Directory
Access Protocol
RFC 4510 (LDAP): Technical
Specification Road
Map
Lightweight Directory
Access Protocol
RECASIL | (LDAP): The
i i Protocol : .
142 Slllaolfl}llgc ] ] ] Ap giung bon tiéu
L thuymuép 'I&lghtweplghtt Dlzectory chuin
. ccess Protoco
RFC 4512 (LDAP): Directory
Information Models
Lightweight Directory
Access Protocol
RFC 4513 (LDAP):
Authentication
Methods and Security
Mechanisms
1.5 | Tiéu chuin kiém tra trang thai chirng thu chir Ky s6
Giaq thure
truyén,
nhan chung .
thu chtr ky :Qéer?r?;r;(sltsr Sgtifeb!m Ap dung mot hoic ca
1.5.1 |sdovadanh | RFC 2585 yan | Is: hai giao thirc FTP va
séch chimg Operational Protocols: HTTP
~ FTP and HTTP
thu chir ky
sé} bi thu
hoi
Giao thuc _
cho kiém X.509 Internet Public
tra trang Key Infrastructure
1.5.2 | thaichang | RFC 6960 | Online Certificate
thu chit ky Status Protocol -
tuyen
Tiéu chuan bao mat cho HSM quan Iy khéa bi mat cia to chire cung cap
1.6 . , ~ . A
dich vu chirng thuc chir ky so
Yeéu cau ddi Security Requirements | .,
ciing HSM - Modules (level 3)




So Loai Ky hi¢u Tén diy du Quy dinh
TT | tiéu chuan | tiéu chuan cia tiéu chuan ap dung
Tiéu chuin h¢ thong thiét bi quan 1y khéa bi mat, chirng thw chir ky s6
1.7 X A o s :
va tao chir ky so cia khach hang
Security Requirements
FIpspuB | for Cryptographic - Ap dung mdt trong
140-2 Modules hai tiéu chuén.
- Déi véi tiéu chuan
Cong ngh¢ thong tin — | FIPS PUB 140-2:
Yeéu ciu dbi Cac ky thuat an toan — Yéu cau toi thiéu muc
171 v6i thé SIM Cac tiéu chi danh gia 2 (level 2);
TCVN 8709 | @n toan cong ngh¢ - D4i véi tiéu chuan
(ISO/IEC thong tin TCVN 8709 (ISO/IEC
15408) (Common Criteria for | 15408):
Information Yéu cau to1 thieu EAL
Technology Security | muc 4 (level 4)
Evaluation)
o Mobile Commerce
Yéu cau vé ETS| TR (M-COMM); Mobile
1.7.2 | chirc nang, Signatures; Business | Phién ban V1.1.1
. 102 203 :
nghi¢p vu and Functional
Requirements
Giao dién Mobile Commerce
173 |dichvy | ETSITS | (M-COMM); Mobile | o, -4 an Vi1 4
Web 102 204 Signature _SerV|ce,
Web Service Interface
ETSITR | (MCOMM): Mobil
Khung bao | 102 206 - , viopile A s
1.7.4 mit Signature Service: Phién ban V1.1.3
Security Framework
Mobile Commerce
k¥ thuat ETSI TS Signature Service; o
viing Roaming in Mobile
Signature Services
, | Chirky so va dich vy chiing thyc chir ky so theo md hinh ky s tir xa
(Remote signing)
2.1 | Tiéu chuan mét ma va chit ky sb
511 PKCS #1 RSA Cryptography - A'p.iiung rrxl(_)t trong
Standard hai ti€u chuan.




So Loai Ky hi¢u Tén diy di Quy dinh
TT | tiéu chuin | tiéu chuin ciia tiéu chuén ap dung
- D6i v6i tidu chuan
RSA:
) + Phién ban 2.1;
Public Key X N
Cryptography for the | = Ap dung luge do
Mat ma phi Financial Services RSAES-OAEP d¢ ma
Lo, . | ANSI Industrv: The Elliptic hoa va RSASSA-PSS
doi xtirng va y P P
chit ky s6 X9.62-2005 | cyrve Digital deé ky.
Signature Algorithm | + P dai khoa téi thidu
(ECDSA) la 2048 bit
- Déi véi tiéu chuan
ECDSA: d¢ dai khoa
toi thiéu 12 256 bit
Cong ngh¢ thong tin -
TCVN K¥ thuat mat ma -
Mat ma d6i | 7816:2007 | Thuat toan ma hoa dir
212\ lidu AES
Xxung (FIPS PUB ;
197) (Advanced Encryption
Standard)
Ap dung mét trong cac
;I;)ZPUB Secure Hash Standard hgﬁn bé?n sau: ;
SHA-256,
SHA-384,
Yéu cdu SHA-512,
21.3 | cho ham SHA-3 Standard: SHA-512/224,
bam FIPS PUB Permutation-Based SHA-512/256,
202 Hash and Extendable- | SHA3-224, SHA3-256,
Output Functions SHA3-384, SHA3-512,
SHAKE128,
SHAKE256
2.2 | Tiéu chuan théng tin, dir li¢u
Dinh dang
chimg thu Internet X.509 Public
chit ky s6 Key Infrastructure
2.2.1 |vadanh RFC 5280 | Certificate and
sach thu hoi Certificate Revocation
chimg thu List (CRL) Profile
chit ky s6
Cu phép Cryptographic
2.2.2 | thong di¢p | PKCS #7 Message Syntax Phién ban 1.5
mat ma Standard




So Loai Ky hi¢u Tén diy du Quy dinh
TT | tiéu chuan | tiéu chuan cia tiéu chuan ap dung
Cu phép Private-Key
2.2.3 | thong tin PKCS #8 Information Syntax Phién ban 1.2
khoa riéng Standard
Cu phép Certification Request
2.2.4 | yéu cau PCKS #10 Phién ban 1.7
, Syntax Standard
chirng thuc
Giao djén
005 [8AOUED | o gy Cryptographic token | ppian ban 2.20
véi cac theé interface standard
mat ma
g:opggf Personal Information
2.2.6 ~ .., | PKCS#12 Exchange Syntax Phién ban 1.0
thong tin ca
A Standard
nhan
2.3 | Tiéu chuén chinh sich va quy ché chirng thuc chir ky sb
Khung quy Internet X.509 Public
ché chung Key Infrastructure -
2.3.1 | thuc va RFC 3647 Certificate Policy and
chinh sach Certification Practices
chung thu Framework
2.4 | Tiéu chuin giao thirc luu trir va truy xuét chirng thu chir ky 50
Luoc db Lightweight Directory
241 | Giao thite Access Protocol
truv nha RFC 4523 (LDAP) Schema
y nhap Definitions for X.509
thu muc e
Certificates
Lightweight Directory
Access Protocol
RFC 4510 (LDAP): Technical
Specification Road
Map
Giao thuc Lightweight Directory | ; A A in
2.4.2 | truy nhap REC 4511 Access Protocol Ahp 9§ng b0 bon tidu
thu muc (LDAP): The chud
Protocol
Lightweight Directory
REC 4512 Access Protocol

(LDAP): Directory
Information Models




So Loai Ky hi¢u Tén diy du Quy dinh
TT | tiéu chuan | tiéu chuan cia tiéu chuan ap dung
Lightweight Directory
Access Protocol
RFC 4513 (LDAP):
Authentication
Methods and Security
Mechanisms
2.5 | Tiéu chuén kiém tra trang thai chirng thu chir ky sé
Giaq thure
truyén,
nhan ching .
thp: chir ky Eéer?ﬁ;és'g ggtifeb!lc Ap dung mdt hodc ca
251 |sévadanh |RFC2585 | yan b . | hai giao thirc FTP va
séch chimg perational Protocols: HTTP
s FTP and HTTP
thu chir ky
50 bi thu
hoi
Giao thtrc _
cho kiém X.509 Internet Public
tra trang Key Infrastructure
2.5.2 |thaiching | RFC 6960 | Online Certificate
thu chit ky Status Protocol -
tuyen
Tiéu chuan bao mat cho HSM quan Iy khéa bi mat ciaa té chire cung cp
2.6 . , Y
dich vu chirng thwe chir ky so
FIPS PUR Security Requirements
s g Modules hai tiéu chuan.
Yéu cau doi . . . .
A Protection Profiles for | - péi véi tiéu chuin
2.6.1 | vai phan TSP hi
cing HSM | EN 419221~ | TSP Cryptographic | FIPS PUB 140-2:
5:2018 modules - Part 5: Yéu cau tbi thiéu muc
Cryptographic Module | 3 (level 3)
for Trust Services
Tiéu chuin hé thf')ng thiét bi quan ly khéa bi mat, chirng thu chir ky )
2.7 X R . X
va tao chir ky so caa khach hang
‘ Electronic Signatures
Yéu cau and Infrastructures
chinh sach | ETSI TS (ESI); Policy and A 1
2.1.1 cho may 119 431-1 security requirements Phién ban V1.2.1
chu ky so for trust service

providers; Part 1: TSP




So Loai Ky hi¢u Tén diy du Quy dinh
TT | tiéu chuan | tiéu chuan cia tiéu chuan ap dung
service components
operating a remote
QSCD/SCDev
Electronic Signatures
and Infrastructures
(ESI); Policy and
security requirements
ETSITS for trust service A
119 431-2 providers; Part 2: TSP Phién ban V1.2.1
service components
supporting AdES
digital signature
creation
Electronic Signatures
Giao thuc | ETSITS and Infrastructures
2.72 | tgo chitky | 119432 (ESI); Protocols for | Phién ban V1.2.1
sO remote digital
signature creation
, Trustworthy Systems
Ungdung | £\ 419949 | SupPOTting Server
2.7.3 | kytrén may | .. Signing - Part 1:
1 X 1:2018
chu ky so General system
security requirements
o Trustworthy Systems
Yéu cdu Supporting Server
274 cho mo dun | EN 419241- | Signing - Part 2:
7 1 ky s0 2:2019 Protection Profile for
QSCD for Server
Signing
Protection Profiles for
Yéu cau dbi _ | TSP Cryptographic
2.7.5 | v6i phan 52041189221 modules - Part 5:
cung HSM ' Cryptographic Module
for Trust Services
3 | Chirky s6 va dich vu chieng thuc chix ky s6 theo méd hinh ky sé USB
Token hoac HSM
3.1 | Tiéu chuin bio mit cho HSM va thé mat ma
Yeucaudoi | ppg pyg | SECUMty Requirements | . 2 4 thidu mirc
3.1.1 | v6iphan 140-2 for Cryptographic 3 (level 3)
ciing HSM Modules




S6 Loai . Ky hiég Tén d?ly df{ Quy dinh
TT | tiéu chuan | tiéu chuan cuda tiéu chuan ap dung
Yéu cau déi | FIPSPUB | Security Requirements | - Yéu cau tbi thiéu murc
véi theé 140-2 for Cryptographic 2 (level 2)
3.1.2 | Token va Modules
Smart card
3.2 | Tiéu chuén mat ma va chir ky s0
RSA Cryptography - Ap dung mot trong
PKCS#1 Standard hai tiéu chuan.
- Déi v6i tiéu chuan
RSA:
Public Key + Phién ban 2.1
Mt ma phi Cryptography forthe | + Ap dung luoc df)
L \ Financial Services RSAES-OAEP dé ma
3.2.1 | doi xtmg va _ . M
Y Industry: The Elliptic | hod va RSASSA-PSS
chitkyso | ANSI C Digital Ja Vv
X9.62-2005 | -Urvebigial dé ky.
Signature Algorithm T S
(ECDSA) + D3§ dai khoa to1 thiéu
12 2048 bit
- Déi v6i tiéu chuan
E,CDSA: do dai khoa
toi thiéu la 256 bit
Cong ngh¢ thong tin -
TCVN K¥ thuat mat ma -
Mat ma déi | 7816:2007 | Thuat toan ma hoa dir
322 | L img (FIPSPUB | liéu AES
197) (Advanced Encryption
Standard)
Ap dung maét trong cac
ham bam sau:
SHA-256,
SHA-384,
SHA-512,
. FIPS PUB SHA-512/224,
Yéu ciu 180-4 Secure Hash Standard SHA-512/256.
cho ham
323\ SHA3-224, SHA3-256,
SHA3-384, SHA3-512,
SHAKE128,
SHAKE?256
FIPS PUB .
202 SHA-3 Standard:




So Loai Ky hi¢u Tén diy du Quy dinh
TT | tiéu chuan | tiéu chuan cia tiéu chuan ap dung
Permutation-Based
Hash and Extendable-
Output Functions
3-3 | Tigu chuén thong tin, dir liéu
Dinh dang
chimg thu Internet X.509 Public
chit ky so Key Infrastructure
331 |vadanh | RFC 5280 Certificate and
sach thu hoi Certificate Revocation
ching thu List (CRL) Profile
chit ky s6
Cu phéap Cryptographic
3.3.2 | thong diép | PKCS #7 Message Syntax Phién ban 1.5
mat ma Standard
Cu phéap Private-Key
3.3.3 | thong tin PKCS #8 Information Syntax Phién ban 1.2
khoa riéng Standard
Cu phép T
334 |youcau | PCKS#io | Serufication Request |p .. pan g
, Syntax Standard
chirng thuc
Giao dién
335 |Z20Uep | pegygg | Cryptographic token | byl o o0
véi cac thé interface standard
mat ma
t(r:u p(?? f) Personal Information
336 |, 0 |PKCS#12 | Exchange Syntax Phién ban 1.0
thong tin ca
N Standard
nhan
3.4 | Tiéu chuén chinh sich va quy ché chirng thuc chir ky so
Khung quy Internet X.509 Public
ché chung Key Infrastructure -
thuc va RFC 3647 Certificate Policy and
chinh sach Certification Practices
chung thu Framework
3.5 Tiéu chuin giao thirc lwu trit va truy xuét chirng thu chir ky so
Luoc d6 Lightweight Directory
351 Giao thirc RFC 4523 Access Protocol
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So Loai Ky hi¢u Tén diy di Quy dinh
TT | tiéu chuin | tiéu chuin ciia tiéu chuén ap dung
truy nhap (LDAP) Schema
thu muc Definitions for X.509
Certificates
Lightweight Directory
Access Protocol
RFC 4510 (LDAP): Technical
Specification Road
Map
Lightweight Directory
RFC 4511 Access Protocol
(LDAP): The Protocol
Giao thure ] ] ] ‘ A
3.5.2 | truy nhap Lightweight Directory PLP dung b bon ticu
thu muc REC 4512 | Access I?rot_ocol chuan
(LDAP): Directory
Information Models
Lightweight Directory
Access Protocol
(LDAP):
RFC 4513 Authentication
Methods and Security
Mechanisms
3.6 Tiéu chuin Kiém tra trang thai chirng thw chir ky sb
Giao thirc
truyén,
nhan chung .
thu chr ky E;er?ﬁ;r;(s'tsr ggtsfebllc Ap dung mot hoic ca
36.1 |sbvadanh |RFC 2585 yn | hai giao thire FTP va
séch chimg Operational Protocols: HTTP
s FTP and HTTP
thu chir ky
50 bi thu
hoi
Giao thuc
cho kiém X.509 Internet Public
tra trang Key Infrastructure
3.6.2 | thaiching | RFC 6960 Online Certificate
thu chir ky Status Protocol -
$6 truc OCSP
tuyén
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Phu luc Il

DANH MUC TIEU CHUAN BAT BUQC AP DUNG
VE DICH VU CAP DAU THOI GIAN

I

(Ban hanh kem theo Thong tu so

....ngay..... thang...... nam.....

hoc va Cong nghé)

cua B¢ truong Bo Khoa

So Loai Ky hi¢u Tén diy du Quy dinh
TT | tiéu chuan tiéu chuan cia tiéu chuan ap dung
1 | Tiéu chuian mit mi va chir ky s
RSA Cryptography - Ap dung mét trong hai
PKCS #1 Standard tiéu chuan.
- B6i v6i tiéu chuan
RSA:
+ Phién ban 2.1
Mat ma phi Public Key Cryptography | Ap dung lugedo
1.1 | doi xtmg va for the Financial Services | RSAES-OAEP dé ma R
chit ky sb ANS] Industry: The Elliptic hoa va RSASSA-PSS dé
%9.62-2005 | Curve Digital Signature Ky.
Algorithm (ECDSA) + Do dai khoa tdi thiéu
la 2048 bit
- DOi v6i tiéu chudn
ECPSA: d6 dai khoa toi
thiéu la 256 bit
TCVN Cor}g n%hc t}long t11} - Kly
L 2816:2007 thuat mat ma - Thuat toan
1o |Matmadoi ' mi héa dit lieu AES
Xun
s (1?;;5 PUB (Advanced Encryption
Standard)
Ap dung mot trong cac
EéziPUB Secure Hash Standard ham biam sau:
SHA-256,
‘ SHA-384,
Yéu cau cho SHA-512,
1.3 | ham bam SHA-3 Standard: SHA-512/224,
FIPS PUB Permutation-Based Hash SHA-512/256,
202 and Extendable-Output SHA3-224, SHA3-256,
Functions SHA3-384, SHA3-512,
SHAKE128,
SHAKE256
2 | Tiéu chuén thong tin, dir li€u
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Dinh dang
chimg thu Internet X.509 Public Key
chit ky s6 va Infrastructure Certificate
2.1 danh sach thu RFC 5280 and Certificate Revocation
hoi chimg thu List (CRL) Profile
chir ky so
Cu phap i
22 |thongdiép | PKCS #7 g;%’?;ggsrfapnhégrg/'essage Phién ban 1.5
mat ma
Cu phéap . .
2.3 | thong tin PKCS #8 g”r‘]’tzt)f'ggz c;g:é)rmat'on Phién ban 1.2
khoa riéng y
Cu phép yéu e o
24 |chuchémg | PCKS#10 ge;ttg)'fgttg’n” d;zquest Phién bén 1.7
thuc y
Giao djén
g5 | B0 UCP VO | g yqq | Cryplographic token Phién bén 2.20
cac thé mat interface standard
mé
Cu phap trao :
PO Personal Information Ay
2.6 d91 thf)ng tin | PKCS #12 Exchange Syntax Standard Phién ban 1.0
ca nhan
3 | Tiéu chuan chinh sach va quy ché chirng thue chir ky s6
zlguggﬁqnuy Internet X.509 Public Key
thue vi cﬁinh REC 3647 Infrastructure - Certificate
<ach thm Policy and Certification
& Practices Framework
thu
4 | Tiéu chuin giao thirc lwu trir va truy xuét chieng thu chir ky s6
A e Lightweight Directory
4.1 {;liictgf Giao REC 4523 | Access Protocol (LDAP)
nha thli’lm Schema Definitions for
P He X.509 Certificates
Lightweight Directory
REC 4510 Access Protocol (LDAP):
Giao thite Technical Specification ) .
. Ap dung bd bon tiéu
4.2 | truy nhap thu Road Map chuin ;
muc Lightweight Directory
RFC 4511 Access Protocol (LDAP):

The Protocol
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Lightweight Directory
Access Protocol (LDAP):

RFC 4512 Directory Information
Models
Lightweight Directory
RFC 4513

Access Protocol (LDAP):
Authentication Methods
and Security Mechanisms

5 | Tiéu chuin kiém tra trang thai chirng thw chix ky sb
Giao thirc
truyén, nhan
Ch‘fng,thll \ Internet X.509 Public Key | ; ok a s
chit ky s6 va . Ap dung mdt hodc ca hai
5.1 . RFC 2585 Infrastructure - Operational |~ . : :
danh sach _ giao thuc FTP va HTTP
. Protocols: FTP and HTTP
chung thu
chir ky sO bi
thu hoi
Giao thirc cho X.509 Internet Public Key
Kiem tra trang Infrastructure Online
5.2 |thaiching | RFC6360 | certificate Status Protocol -
thu chir ky SO OCSP
truc tuyen
g |Tieu chuan bio mét cho HSM quan Iy khéa bi mat ciia to chire cung cap dich vu
cap dau thoi gian
Yeu oy o1 | Fips puB | Security Requirements for | yey cu t5i thiéu mic 3
Vol phan 140-2 Cryptographic Modules (level 3)
cting HSM
7 | Tiéu chuin dich vu cip déiu thoi gian
Internet X.509 Public Key | i
RFC 3161 Infrastructure - Time- Ap dung b tiéu chuan:
e Ceribuz Updatefor | -G 310
ertIDv2 Update for
., | RFC 5816
7.1 | Giao thirc cip RFC 3161 RFC 5816.
d4u thoi gian Electronic Signatures and | Hoic
Infrastructures (ESI); Cn 2
ETSIEN Time-stamping(prot)ocol Tcu ChuanETS! EN
319422 and time-stamp token 3/1191452 phién ban

profiles

14




7.2

Dich vu cép
dau thoi gian

TCVN

Cong ngh¢ thong tin - Ky

7818-1:2024 thuat mat ma - Dich vu tem
(ISO/IEC o A
thot gian - Phan 1: Khung
18014- téng quat
1:2008) gau
Isonec | {Ong nght thong tin - Ky
thuat mat ma - Dich vu tem
18014- o . A A X
22021 thoi gian - Phan 2: Co ché
' tao thé doc lap
TCVN _ Cong ngh¢ thong tin - Ky
7818-3:2010 thuat mat ma - Dich vu tem
(USO/IEC | thei gian - Phin 3: Co ché
18014- tao thé lién két
3:2009)
TCVN Cong nghé thong tin — Cac
7818-4:2024 k}? thqét an toan — Dic}} vu
(ISO/IEC 05}13 dﬁl} th}?i gian - ‘Phéﬁl‘é}z
18014- L_1er1 et chuan nguon thoi
4:2015) gran
Electronic Signatures and
Infrastructures (ESI);
ETSI EN Policy and Security
319 421 Requirements for Trust

Service Providers issuing
Time-Stamps

Ap dung b6 tiéu chuan:
TCVN 7818-1:2024,
ISO/IEC 18014-2:2021,
TCVN 7818-3:2010,
TCVN 7818-4:2024.
Hoac

Tiéu chuan

ETSI EN 319 421 phién
ban V1.2.1
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Phu luc Il

DANH MUC TIEU CHUAN BAT BUQC AP DUNG
VE DICH VU CHUNG THU'C THONG PIEP DU LIEU

I

(Ban hanh kem theo Thong tu so......ngay..... thang...... nam......cua Bo truong Bo Khoa

hoc va Cong nghé)

So Loai Ky hi¢u Tén diy du Quy dinh
TT | tiéu chuan | tiéu chuan cuia tiéu chuan ap dung
1 | Tiéu chuan mit mi va chir ky s
RSA Cryptography - Ap dung mot trong hai
PKCS #1 Standard tiéu chuan.
- Péi véi tiéu chuan RSA:
+ Phién ban 2.1
A ~ . . + A A
1.1 | ddi xtmg va for the Financial Services | | b orcon pos dé ks
chirky so | ANg Industry: The Elliptic > Gy
X9.62-2005 | Curve Digital Signature | + D dai khoéa t6i thiéu la
Algorithm (ECDSA) 2048 bit
- DOi v6i tiéu chuan
ECPSA: d6 dai khoa toi
thiéu la 256 bit
TCVN Cor}g n%hc t}qong t11} - Ky
~~ x| 7816:2007 thuat mat ma - Thuat
12 | Matmadoi ' to4n ma hoa dit lidu AES
Xun
s (S;;S PUB (Advanced Encryption
Standard)
Ap dung mét trong cac
Eél;iPUB Secure Hash Standard ham bim sau:
SHA-256,
SHA-384,
13 | Yéucau SHA-3 Standard: SHA-512,
 |hambam | fpspyuB | Permutation-Based Hash | SHA-512/224,
202 and Extendable-Output | SHA-512/256,
Functions SHA3'224, SHA3'256,
SHA3-384, SHA3-512,
SHAKE128, SHAKE?256
2 | Tiéu chuan thong tin, dir liéu
Dinh dang Internet X.509 Public
2.1 |chimgthy |RFC5280 | Key Infrastructure
chit ky sb Certificate and
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va danh

Certificate Revocation

sach thu hoi List (CRL) Profile
ching thu
chit ky s0
Cu phap :
22 | thong diep | PKCS#7 | Cryptographic Message | by ce pan 1 s
N Syntax Standard
mat ma
Cu phap . .
23 |thongtin | PKCS#g | Private-Key Information | o, i pan 1
N Syntax Standard
khoa riéng
Cu phép e .
24 |yeuchu | PCKS#1g | Sertfication Request ooy an17
\ Syntax Standard
ching thuc
Giao djén
25 | 81BOLeP 5 eg g | CryPLOgraphic token Phién bén 2.20
Vi cac thé interface standard
mat ma
g:opggf Personal Information
2.6 ~ .., |PKCS#12 Exchange Syntax Phién ban 1.0
thong tin ca
N Standard
nhan
3 | Tiéu chuin chinh sich va quy ché chirng thiwe chir ky sb
Internet X.509 Public
Khung quy Key Infrastructure -
ché chung Certificate Policy and
thuc va RFC 3647 | Certification Practices
chinh sach Framework
ching thu
4 | Tiéu chuin giao thirc lwu trir va truy xuit ching thu chir Ky sé
Luoc do Lightweight Directory
4.1 | Giao thirc Access Protocol (LDAP)
truy nhap RFC 4523 Schema Definitions for
thu muc X.509 Certificates
Lightweight Directory
REC 4510 Accesg Protoco_l (LD_AP):
Giao thite Technical Specification
4.2 | truy nhap Road Map Ap dung bo bdn tiéu chuan
thu myc Lightweight Directory
RFC 4511 Access Protocol (LDAP):

The Protocol
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Lightweight Directory
Access Protocol (LDAP):

RFC 4512 Directory Information
Models
Lightweight Directory
REC 4513 | Access Protocol (LDAP):

Authentication Methods
and Security

Mechanisms
5 | Tiéu chuan kiém tra trang thai chirng thw chir ky sb
Giaq thure
truyén,
gﬁ?ggﬁiﬂg Internet X.509 Public ’
51 | s6va dang REC 2585 Key Infrastructure - Ap dung mdt hoac ca hai
' sach chim Operational Protocols: giao thuc FTP va HTTP
une FTP and HTTP
thu chir ky
s@ bi thu
hoi
Giao tbfxc
cho kiém X.509 Internet Public
tra trang Key Infrastructure
5.2 |thaichung | RFC6960 | online Certificate Status
thu chir ky Protocol - OCSP
SO truc
tuyen
g | Tieu chuan bao mit cho HSM quan Iy khéa bi mét ciia to chire cung cap dich
vu chirng thue thong di€p dir li€u
a1 can ddi Security Requirements ., ,
Yeucaudol | oins by y REqUITS Yéu cAu i thiéu muc 3
v6i phan for Cryptographic
ciing HSM 140-2 Modules (level 3)
7 | Tiéu chuan dich vu chirng thwe thong diép dir liéu
Déih nh;ﬁ Electronic Signatures and
tgh6;1 dié ETS| EN Infrastructures (ESD);
ong CleP . | Electronic ~ Registered |, .. ..
7.1 | dir liéu bao | 319 522: . L " |Phién ban V1.2.1
dam: Part 1 Delivery Services; Part 1:
Khuﬁ v Framework and
X g’ Architecture
kién truc
Dich vu | ETSI EN | Electronic Signatures and
7.2 | gui, nhan | 319 522: | Infrastructures (ESI); |Phién ban V1.2.1
thong diép | Part 2 Electronic Registered
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dr lidu bao

Delivery Services; Part 2:

dam: NoOi Semantic contents
dung ngil
nghia
D}(.:h hYu Electronic Signatures and
tg;:;l’ r(li.e;m ETSI EN | Infrastructures (ESI);
7.3 | MONE CIED | 319 522: | Electronic Registered | Phién ban V1.2.1
dir ligu bao ; LS i
dam: Dinh Part 3 Delivery Services; Part 3:
Formats
dang
Electronic Signatures and
Infrastructures (ESD);
ETSI EN | Electronic Registered
319 522: | Delivery Services; Part 4: [Phién ban V1.2.1
Dich vu | Part 4-1 Bindings; Sub-part 1:
guri, nhén Message delivery
74 thong diép bindings
© | dit liéu bao Electronic Signatures and
dam: Rang Infrastructures (ESI);
budc ETSI EN | Electronic Registered
319 522: | Delivery Services; Part 4: [Phién ban V1.1.1
Part 4-2 Bindings; Sub-part 2:
Evidence and
identification bindings
Yéu cau
chinh  séach Electronic Signatures and
dbi véi cac Infrastructures  (ESI);
t6 chic | pro) gy |POlicy and  security|
7.5 |cung cap 319 521 requwem_ents _ for |Phién ban V1.1.1
dich vu g, Electronic Registered
nhan thong Delivery Service
di€p dir liéu Providers
bdo dam
Yéu cau
chinh  séach Electronic Signatures and
dbi voi cac Infrastructures  (ESI);
t0 chuc | ETSI EN | Policy and security |, .. ..
76 cung  cdp | 319531 requirements for [ hién ban VI.1.1
dich vu thu Registered Electronic
dién tir bao Mail Service Providers
dam
. Electronic Signatures and
77 dDilécr? @ 3;3 ETSI EN | Infrastructures  (ESD: |p . 400 vi01
' dam 319 532 Registered Electronic -
Mail (REM) Services
Yéu  cau | ETSI TS 119 | Electronic Signatures and |, .. ..
78 | chinh sach | 511 Infrastructures (ESI); Phién ban V1.1.1
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dé bao quan Policy and  security
chir ky so requirements for trust
hodac théng service providers
diép dir ligu providing long-term
théng qua preservation of digital
k§ thuat chir signatures or general data
ky so0 using digital signature
techniques
Giao  thite Electronic Signatures and
dich vu tin Infrastructures (ESD);
A “bio ETSI TS 119 | Protocols for trust service Phicn ban V1.1.1
79 ﬁ}é]m dit licu 512 providers providing long- o
qus ¥ term data preservation
dai han .
services
Electronic Signatures and
Tao va xac ETS| EN Infrastructures (ESD);
7.10 | thue chir ky 319 102 Procedures for Creation Phién ban V1.3.1
so AdES and Validation of AdES
Digital Signatures
Chinh sach s
A 1o A Electronic Signatures and
7.11 Ve Chu~k Y 50 ETSITS 119 Infrastructures (ESI); |Phién ban V1.1.1
: va chr ky | 172 . .
A, Signature Policies
dién tur
;el,l;h ngﬁ Electronic Signatures and
461 véi cac | ETSI EN Infrastructures (ESD);
712 | S General Policy | Phién ban V2.3.1
: nha cung | 319401 .
cAn dich vu Requirements for Trust
ap < ' Service Providers
tin cay
Electronic Signatures and
Infrastructures (ESI);
ETSI TS 101 Data P_res_ervatlon
533-1 Systems Secquty,
Part 1: Requirements for A dune ba tiéu chud
10 mat hé Implementation and (P dung ba ticu chuan.
Bao mat he b ETSI TS 101 533-1 phién
713 | théng  bao Management bin V1 3.1-
quan di li¢u REC 4998 (Ee/FledSe)nce Record Syntax REC 4998 vi REC 6283
Extensible Markup
Language Evidence
RFC 6283 Record Syntax
(XMLERS)
8 | Tiéu chuin vé ky sb trén thong diép dir liéu dé lwu trir dai han
Chit ko 6 | ETSIEN Electronic Signatures and
U Xy SO Infrastructures (ESI); ien ba
81 | dhocoMS. | 319 1221 (ESI) Phién ban V1.3.1

CAdES digital
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signatures; Part 1:
Building blocks and
CAdES baseline
signatures

ETSIEN
319 122-2

Electronic Signatures and
Infrastructures (ESI);
CAdES digital
signatures; Part 2:
Extended CAdES
signatures

Phién ban V1.1.1

8.2

Chit ky s6
cho PDF

ETSIEN
319 142-1

Electronic Signatures and
Infrastructures (ESI);
PAdES digital

signatures;

Part 1: Building blocks
and PAJES baseline
signatures

ETSIEN
319 142-2

Electronic Signatures and
Infrastructures (ESI);
PAdES digital

signatures; Part 2:
Additional PAJES
signatures profiles

ISO 32000-
1:2008

Document management -
Portable document
format - Part 1: PDF 1.7

ISO 14533-
3:2017

Processes, data elements
and documents in
commerce, industry and
administration — Long-
term signature formats —
Part 3: Long-term
signature profiles for
PDF Advanced
Electronic Signatures
(PAdES)

ISO 32000-
2:2020

Document management -
Portable document
format - Part 2: PDF 2.0

Ap dung mot trong hai bd
tiéu chuan:

ETSI EN 319 142-1 Phién
ban V1.1.1

ETSI EN 319 142-2 Phién
ban V1.1.1

Hoac

ISO 14533-3:2017
ISO 32000-1:2008
ISO 32000-2:2020

8.3

Chir ky sb
cho XML

ETSIEN
319 132-1

Electronic Signatures and
Infrastructures (ESI);
XAJES digital
signatures; Part 1:
Building blocks and
XAdES baseline
signatures

Phién ban V1.2.1
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ETSIEN
319 132-2

Electronic Signatures and
Infrastructures (ESI);
XAdES digital
signatures; Part 2:
Extended XAdES
signatures

Phién ban V1.1.1
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Phu luc 1V
DANH SACH CAC CHUNG THU CHU KY SO GOC TIN CAY

(Ban hanh kém theo Théng tw so......ngdy..... thdng...... nam......cuia Bé trudng B¢ Khoa
hoc va Cong nghé)

1. Danh sich cic chirng thur chir ky s6 goc tin ciy duéi dang PEM (Privacy Enhanced
Mail)

STT Ching thwr chir ky s6 goc tin ciy Dang PEM

Chung thu chir ky s6 gdc cta To chirc
1 cung cap dich vu chung thuc giién tr
quoc gia (ching thu chir ky so0 SHA256)

Chung thu chit ky s6 goc ciia To chirc
cung cap dich vu chimg thue chit ky sb
chuyén dung cong vu (chimg thu chit ky
s6 SHA256)

2. Théong tin vé khéa cong khai trén cac chirng thw chir Ky so gbc tin ciy

Khéa cdng khai

Thuit toin . S6 mii cong
sinh khoa | Vio-dunn khai e
(Hexadeximal)

STT |Chirng thw chir ky s6 goc tin ciy

(Hexadeximal)

Chung thu chir ky s6 gbc cua TO
chtrc cung cap dich vu chirng thuc RSA

! dién tur qudc gia (Ching thu chill 2048 pit
ky so SHA-256)
Chung thu chir ky s6 gbc cua TO

9 chire cung cap dich vu chimg thuc RSA
dién tir quoc gia (Ching thu chll 4096 bit
ky so SHA-256)
Chung thu chtr ky s6 gbc cua T

3 chtrc cung cap dich vu chirng thuc RSA

chit ky s6 chuyén dung Chinh phtl 4096 bit
(ching thu chit ky s6 SHA256)
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Phu luc V

thang......

hoc va Cong nghé)

PINH DANG THONG TIN TREN CHUNG THU CHU KY SO CUA TO
CHU'C CUNG CAP DICH CHUNG THUC CHU KY SO CONG CONG

(Ban hanh kém theo Thong tuw s6 nam......cua Bo truong Bo Khoa

ST Quy dinh
T Truong Y nghia Chiing thu chir ky s6 dich
vu tin cay
. Phién ban cua ching . _
1 Version thur chit ky s6 Version 3 (value = 2)
S6 nguyén duong ngau nhién
IR . -|xac dinh duy nhat mét ching
2 (Serial Number 50 hiéu Clilu ?g thu chi thu chit ky s6 do CA cip cho
Y thué bao, do dai khong qua
20 octet (byte)
Theo quy dinh cua Bo Khoa
. Thuat toan ky chiing th; va 90ngAng,h¢ Ve tleu;
3 [Signature thu chit k¢ sb ciia CA chuan bat budc ap dung vé
Y chit ky dién tir va dich vu tin
cay dang c6 hiéu luc
Teri cua To chuc’cung Tén giao dich cua to chic
cap dich vu chung I A
A S cung cap dich vu tin cay
common Name thuc dién tr quoc gia X A . A
cap chimg thu chit ky trong h6 so dé nghi “ap
£ chting thu chir ky so
4 |Issuer 50
Tén cua to chirc/doanh) Tén cua doanh nghiép dugc
organizationName | nghi€p cung cap dich |cap phép cung cap dich vu tin
vu tin cdy cay
countryName Tén nudc VN
o ‘ - Trude nam 2050:
Thoi di€m ¢6 higu luc|yTcTime.
notBefore cua chung thu chirky| = o
b - Tu nam 2050 tré di:
o GeneralizedTime.
5 Validity
o, . - Truéc nam 2050:
Thoi diém hét hi¢u luclyTeTime.
notAfter cua chimg thu chitky| = _ L
b - Tu nam 2050 tré di:
GeneralizedTime.
) . IMST: [ma sb thué] hoic
. Pinh danh cua to
6 Subject userlD MNS: [ma quan hé ngan

churc/doanh nghiép

sach] cua t6 chirc/doanh




cung cap dich vu tin
cay

nghiép cung cp dich vu tin
cay

commonName

nghiép cung cap dich
vu tin cay

Tén cua to chirc/doanh

Tén cua t6 chic/doanh
nghiép cung cap dich vu tin
cdy duoc cap chung thu chir

ky s6

Tén cua to chirc/don
vi quan ly to

Tén cua t6 chirc/don vi quan

Subject Public

organizationName | chtrc/doanh nghiép |ly t6 chirc/doanh nghiép cung
cung cap dich vu tin | cap dich vu tin cdy (n€u co)
cay
Tellcltli?ll;l/zl};atig 9 ITén ciia tinh/'I:P noi dat tru s&
stateOrProvinceN . A chinh cua t6 chirc/doanh
chic/doanh nghiép A L :
ame L . | nghiép cung cap dich vu tin
cung cap dich vy tin ~
~ cay
cay
countryName Tén nudc VN
Theo quy dinh cua By Khoa
hoc va Cong ngh¢ vé tiéu
algorithm Thuat toan sinh khéa | chuan bat bude ap dung vé

chir ky dién tir va dich vu tin
cady dang c6 hiéu luc

7
Key Info , i 12 BO
Y Khoa cong khai cua to Theo‘qu}: dinh cua ]§ © Kh‘ia
. .~ |hoc va Cong ngh¢ ti€éu chuan
. . chirc/doanh nghiép A A ot Lo
subjectPublicKey I .| bat budc ap dung vé chir ky
cung cap dich vu tin AT A
A dién tr va dich vu tin cay
24 dang c6 hi¢u lyc
8 Enhanced Key Usage Tén dich vu cung cip| OID cua dich vu cung cép
Thuat toan ky
ch1§:ng thu:q chir ky
9 .SlgnatureAlgor 50 cud To .chu’c Cung thuét toan tai truong sb 3
ithm cung cap dich vu
chirng thuc dién tr
quoc gia
Chit ky sb cua T
churc cung cap ’ q ,
10 signatureValue dich vu chung |Chit ky s6 ctia T6 churc cung cap dich vu chiing thuc

thuc dién tir quic
gia trén chung thu
chir ky so

dién tir qudc gia trén ching thu chit ky sd




Phu luc VI

PINH DANG THONG TIN TREN CHUNG THU CHU KY SO
CUA TO CHUC CUNG CAP DICH VU CAP DAU THOI GIAN

(Ban hanh kém theo Théong tu s......ngdy..... thdng...... nam......cia Bé trudng Bé Khoa
hoc va Cong nghé)
Quy dinh
STT Truong Y nghia Chiing thw chir ky s6 dich vu
tin cay
. Phién ban cua ching . _
Version thur chit ky s6 Version 3 (value = 2)
, S6 nguyén duong ngau nhién x4c
Serial Number S6 hiéu chirng thu chit|dinh duy nhat mét chig thu chir
Ky s0 ky s0 do CA cap cho thué bao,
dd dai khong qué 20 octet (byte)
Theo quy dinh cua Bo Khoa hoc
. Thudt todn ky chimg | Y& £Ong neghé v& tiéu chuan bat
Signature . L budc &p dung vé chir ky dién tir
thu chir ky s cita CA | ", ", 2 AN
va dich vu tin cdy dang c6 hi¢u
luc
Tf‘“ cua 1o ch}rc CUNE | Tep giao dich cua td chirc cung
cap dich vu ching thuc| < <. o A
common Name A a A LS cap dich vu tin cay trong ho so
dién tir quoc gia cap dé nghi cap ching thu chir ky sb
ching thu chir ky so gt cap & Y
Issuer Tén cta t6 chuc/doanh| ., A %
. A 't Tén cua doanh nghi¢p duoc cap
organizationName | nghiép cung cap dich . Y A
Lo phép cung cap dich vu tin cdy
vu tin cay
countryName Tén nudc VN
Thoi diém c6 hiéu lyc [ Trude ndm 2050: UTCTime.
notBefore cua chung thu chit ky |- Ty nam 2050 tré di:
. 50 GeneralizedTime.
Validity .
Thoi diém hét hidu lyc| Truoe nam 2050: UTCTime.
notAfter cua ching thu ch@t ky | Ty nam 2050 tro di:
50 GeneralizedTime.
Pinh danh cua té  [MST: [mi 50 thue] hodc
userlD chuc/ dAoan'h nghiép MNS: [mé quan h¢ ngén sach]
cung cap EhCh vutin lega t6 chitc/doanh nghiép cung
Subject cay cap dich vu tin cay
Tén clia to chic/doanh| Tén cua t6 chirc/doanh nghiép
commonName nghiép cung cap dich | cung cap dich vu tin cdy dugc
vu tin cay cap chung thu chit ky so
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organizationName

Tén cua t(f) churc/don vi
quan ly t6 chirc/doanh
nghi¢p cung cap dich

Tén cta to chire/don vi quan 1y
t6 chirc/doanh nghiép cung cap
dich vu tin cdy (n€u co)

vu tin cdy
Tén tinh/TP tru s&
stateOrProvinceN chinh cua to Tén cua tiI}h/TP noi dat tru so
chtrc/doanh nghi€p | chinh cua t6 chirc/doanh nghiép
ame ) . . A . A
cung cap dich vu tin cung cap dich vu tin cay
cay
countryName Tén nuodc VN
Theo quy dinh cua B§ Khoa hoc
algorithm Thuét toan sinh khoa va F ong nghe Ve tle~u Cbue.l? baqt
) budc ap dung vé chir ky dién tur
SUbJ_eCt va dich vu tin cdy
7 Public Key . . ]
Info Khoa cong khai cua t6| Theo quy dinh ctia B Khoa hoc
i . chtrc/doanh nghiép va Cong nghé tiéu chudn bat
subjectPublickey cung cap dich vy tin | budc ap dung vé chir ky dién tr
cay va dich vu tin cdy
8 Enhanced Key Usage Tén dich vu cung cip OID ciia dich vu cung cap
Thuat toan ky
chung thu chir ky
9 S|gr_1atureAI 50 CUg To ‘chuc Cung thuét toan tai truong sb 3
gorithm cung cap dich vu
ching t}}uc dién tir
quoc gia
Chit ky s6 cua T
chtrc cung cap ’ 7
10 signatureVal| dich vy ching Chir ky s0 cua T6 chuc cung cap dich vu chung thuc

ue

thuc dién tuo quéc
gia trén chung thu

dién tir quéc gia trén chimg thu chit ky s6

chir ky so




Phu luc ViI

PINH DANG THONG TIN TREN CHUNG THU CHU KY SO
CUA TO CHU'C CUNG CAP DICH VU CHUNG THU'C THONG PIEP

DU LIEU
(Ban hanh kém theo Théong tw so......ngdy..... thang...... nam......cua Bé trudng B¢ Khoa
hoc va Cong nghé)
Quy dinh
STT Truong Y nghia Chiing thw chir ky s6 dich vu
tin cay
. Phién ban cua chung . _
Version thur chit ky s6 Version 3 (value = 2)
, S6 nguyén duong ngau nhién x4c
Serial Number S6 hi¢u ching thu chir|dinh duy nhat mot ching thu chix
ky so ky s6 do CA cap cho thué bao,
dd dai khong qué 20 octet (byte)
Theo quy dinh cua Bo Khoa hoc
. Thudt todn ky chimg | Y& £Ong nghé v& tiéu chuan bat
Signature o L budc &p dung vé chir ky dién tir
thu chitrky so cuia CA | ~,7,. = A
va dich vu tin cay dang c6 hiéu
luc
Tf‘“ cua 1o ch}rc CUNE | Tep giao dich cua td chirc cung
cap dich vu ching thuc| < <. o A
common Name A . A LS cap dich vu tin cay trong ho so
dién tir quoc gia cap dé nghi cap chimg thu chit ky s6
ching thu chir ky so gt cap & Y
Issuer Tén cta t6 chuc/doanh| ., A %
. A 't Tén cua doanh nghi¢p dugc cap
organizationName | nghiép cung cap dich . Y L
Lo phép cung cap dich vu tin cay
vu tin cay
countryName Tén nudc VN
Théi diém c6 hiéu lyc F Trude nam 2050: UTCTime.
notBefore cua chung thu chit ky |- Ty nam 2050 tré di:
. 50 GeneralizedTime.
Validity .
Thoi diém hét hidu lyc| Truoe nam 2050: UTCTime.
notAfter cua ching thu ch@t ky | Ty nam 2050 tro di:
50 GeneralizedTime.
Dinh danh ciat6 MST: [ma ) thué] hoac
Subject userlD chure/ %oan.h nghiép MNS: [mé quan h¢ ngﬁ}n sach]
cung cap EhCh vutin lega t6 chitc/doanh nghiép cung
cay cap dich vu tin cdy




commonName

Tén cta t6 chirc/doanh
nghi¢p cung cap dich
vu tin cdy

Tén cta to chirc/doanh nghiép
cung cap dich vu tin cay dl;:QC
cap chung thu chit ky s6

organizationName

Tén cua to chirc/don vi
quan ly t6 chirc/doanh

Tén cua t6 chire/don vi quan ly
t6 chirc/doanh nghiép cung cap

stateOrProvinceN

nghiép cung cép dich ) NS L,
ghiep cung cap i dich vu tin cdy (n€u co)
vu tin cay
Tén tinh/TP tru so
chinh cua to Tén cua tinh/TP noi dat tru s&

me chirc/doanh nghiép | chinh cua tf) chirc/doanh nghiép
cung cap dich vu tin cung cap dich vu tin cdy
cay
countryName Tén nudc VN
Theo quy dinh cua Bo Khoa hoc
algorithm Thuat toan sinh khoa va C Ong nghe My tle~u C?ua.l? baqt
) budc &p dung vé chir ky dién tir
Subject va dich vy tin cly
7 Public Key . . ]
Info Khoa cong khai cua t6| Theo quy dinh cua B§ Khoa hoc
. . chirc/doanh nghiép va Cong nghé tiéu chuan bat
subjectPublicKey cung cép dich vu tin | budc &p dung vé chit ky dién tu
cay va dich vu tin cdy
8 Enhanced Key Usage Tén dich vu cung cdp |  OID cua dich vu cung cap
Thuét todn ky
ching thu chir ky
9 Slgr_latureAI S0 cuad To _chu’c Cung thuét toan tai truong sb 3
gorithm cung cap dich vu
chirng thuc dién tur
quoc gia
Chit ky sb cia T6
churc cung cap ’ 9 ,
10 signatureVal| dich vu ching Chit ky so cta To chirc cung cap dich vu chirng thuc

ue

thuc dién tir quic
gia trén chiing thu

chit ky s6

dién tir qudc gia trén ching thu chit ky sé




(Ban hanh kém theo Théng tuw s6

Phu luc VIII

PINH DANG THONG TIN TREN CHUNG THU CHU KY SO CUA THUE BAO

ngay..... thang......

hoc va Cong nghé)

nam......cua Bo truong Bo Khoa

Quy dinh
ST \ , “ . .
T Truong Y nghia Chiing thur chir ky s6 cong
cong
. Phién ban cua cht i
1 |Version en banfua, ¢ ;ung Version 3 (value = 2)
thu chir ky so
S6 nguyén dwong ngau nhién
A xéc dinh duy nhat mot ching
. h hing th ‘ . o
2 |Serial Number 50 l;llirck u ;lf thu thu chir ky s6 do CA cép cho
Y thué bao, d¢ dai khong qué 20
octet (byte)
Theo quy dinh cta Bo Khoa
_ Thuat toan k chimg hQC; va (LjongAng,he Ve tleu‘A
3 [Signature o, £ chuan bat budc ap dung vé
thu chtky socua CA| _ _, ... 7 .. .
chir ky dién tir va dich vu tin
cay dang c6 hiéu luc
Tén giao dich ca t6 chirc cung
Tén ctia CA cap | cap dich vu chig thuc chir ky
common Name (g : i . \ )
chirng thu chir ky so0 [s6 cong cong trong ho so dé nghi
cap chung thu chit ky s6
4 |Issuer N Tén cua doanh nghiép duoc
Ten cua to cap phép cung cap dich vu
organizationName churc/doanh nghiép hpf tlllj é’i kl’) z An.
van hanh CA chung I'ICCAU: Y S0 cong
cong
countryName Tén nudc VN
Thoi diém ¢6 hieu [ Trude nam 2050: UTCTime.
notBefore luc cua chimg thu | Ty nam 2050 tro di:
o chir ky so GeneralizedTime.
5 |Validity .
Thoi diém hét higu [ Trude nam 2050: UTCTime.
notAfter luc cta chung thu |- Ty nam 2050 trd di:
chir ky so GeneralizedTime.
ks - Pinh danh cua MST: [ma s6 thué] hoac
ubject  |user * [m3 & nedn sa
thué bao }I\:(I)I;ICS [ma quan hé ngan sach]




BHXH: [mi s bao hiém xi
hoi] hodc

CMND: [s6 chimg minh nhan
dan] hoac

HC: [sb ho chiéu] hodc
CCCD: [s6 thé cin cudc cong
dan] hoac

CC: [s6 thé cin cudc]

Cdc truong hop khac theo
théa thudn giita thué bao va té

chirc cung cdp dich vu chitng
thuee chiv ky so.

commonName

Tén cua thué bao

Tén cua thué bao duogc cép
chimg thu chit ky s6

organizationName

Tén cua td chirc/don
vi quan ly thué bao

Tén ciia to chic/don vi quan
Iy thué bao (néu cb)

Tén cua tinh/TP noi sdng/lam

Tén tinh/TP noi A R Sk
. L ne o n viéc cua thué bao bang ti€ng
stateOrProvinceName | song/lam viéccua | ...0 , 2, . ,oox .f
n Viét, c6 dau, cac chir cai dau viét
thué bao
hoa.
countryName Tén nudc VN
Theo quy dinh cua B6 Khoa hoc
) ) \ A h,\ A h~ ;o 3eA 5
algorithm Thuat toan sinh khoa Va‘ ang nene V? chirky ‘T“?‘.’f‘r
va dich vu tin cdy dang c6 hiéu
Subject lyc
7 Public Key Theo quy dinh cua By Khoa
Info _ _ Khoa cong khai ciia h(_)c; va ?6ngAng,hé vé tiéu‘A
subjectPublicKey n chuan bat budc ap dung vé
thué bao M A ih a1 .
chir ky dién tir va dich vy tin
cay dang c6 hiéu luc
8 Enhanced Key Usage Tén dich vu stt dung | OID cua dich vy su dung
signatureA | Thuat toan ky ching . N £
) : ; h
o Igorithm | thu chir ky so cia CA Cung thugt toan tai trudng s0 3
signatureV [Chir ky s ciia CA tré : ,
10 g u Y50 cua~ , r?n Chir ky s0 cua CA trén chung thu chir ky so
alue chirng thu chir ky so




