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1. Nguyén tic va quy dinh k§ thuit chung

- Dudng dan ctia cc Open API quy dinh tai Phu luc nay dugc dat tén theo nguyén
tac théng nhat nhu sau: “https://<domain>/api/v1/...."

- Tham s6 trong cic Open API quy dinh tai Phu luc nay la t6i thicu.

- Bén thir ba (TPP) sir dung ma s thué hop 1€ con hoat dong tai Viét Nam (TPP-
[D) lam ma dinh danh.

- Ngan hang str dung mé ngén hang dung trong hoat dong nghiép vu ngan hang do
Ngan hang Nha nudc Viét Nam cap cho céc ngan hang (Provider-ID) 1am mi dinh danh.

- Sau khi két ndi va bao dam an toan truyén thong giira Ngéan hang va TPP theo
tiéu chuin quy dinh tai Phu luc 02, TPP phai dang ky mé dinh danh cha (g dung
{client_id) va ma xac nhén dinh danh (client_secret) v&i Ngan hang.

- Ngan hang quan Iy két ndi va quyén truy cép Open API véi cac TPP theo chuén
OAuth 2.0 Authorization Framework trong RFC 6749. Tuy theo cac nhém APL. cac
Ngan hang su dung cac ludng lay ma truy cép trong RFC 6749 nhu sau:

+ Client credentials grant flow (muc 4.4 trong RFC 6749). ’
+ Authorization code grant flow (muyc 4.1 trong RFC 6749) va ket hop k¥ thuét
PKCE trong RFC 7636 d61 véi mot s& API lay mé truy cép.

- Can ctr vao quy dinh tai Thong tu, pham vi cung cip Open API cua cac Ngin
hang chia thanh cac nhom sau: INF, AIS, PIS va EWLTS.

- That gian hiéu lye cua token cho timg nhém néu trén duge quy dinh nhu sau:

+ Authorization Code (GET /authorize): loai token sir dung mét lan, thoi gian hiéu
luc 180 gidy.

+ Access Token vai grant_type 1a client_credentials (POST /token): thoi gian hiéu
lue t6i da 3600 giay.
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+ Access Token véi grant type la authorization code (POSI /token): d6i vii
nhém AIS thoi gian hiéu lue tdi da 3600 gidy: doi v&i nhém PIS token sir dung mot lan
va c6 thoi gian hidu luc 16i da 300 gidy.

+ Refresh token v6i grant type 1a refresh token (POST /token): chi 4p dung cho
nhom AIS, thoi gian hiéu luc theo quy dinh d@)ng y chia sé dit li¢u khach hang tai khoan
6 Didu 11. Trong khoang thoi gian refresh_token dang con hiéu lue, TPP ¢6 thé st dung
refresh_token dé ldy access token mai tir hé thong xdc nhén ciia Ngan hang ma khong
can yéu céu khach hang phai thuc hién lai lué)ng Iéy mé truy cdp tai muc 3 phu luc nay.

- Thoi gian hiéu luc cua consentld (gia tri dugce sinh ra sau khi xac thuc thanh cong
khach hang theo ludng Decoupled trong cac nhém PIS; EWLTS va ludng OTP nhém
EWLTS) 1a 300 giay.

- Gia tri cta ¢6t “Bat budc” trong cac bang md ta cdc Open API phia dudi dugc
quy dinh nhu sau:

+ M: bat bude.

+ O: tuy chon.

+ C: diéu kién,

- Céc Open API cé tham s6 trong Body duge ky theo tiéu chuan RFC 7515 dang
Detached JWS.

- Cac thanh phﬁn trong cac hinh vé ludng thue hién trong Phu luc nay dugc thé
hién & muc logic.

3. Cac Open API truy vin thong tin ty gia, 1ai suét cia Ngan hang (diém a
khoin 1 Dicu 6)

T o
Bank Auth Bank Open
P i
l PSU ! l " ] | Server !\_ APl
) []
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)
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Hinh 1. Luéng truy vdn thong tin 1y gid, 1di sudt cua Ngdn hang (INF)

- Mé ta chi tiét ludng:

+ Budce 1: Trén tng dung cua TPP, khach hang thuc hién yéu cau truy van thong
tin ty gia hodc 1di suat cua mt ngan hang.

+ Budc 2: TPP thyc hién yéu cau ly access_token theo tiéu chudan OAuth2.0 voi
grant_type 14 client_credentials (Chi tiet dugc mé ta tai muc 4.4 trong RFC 6749).

+ Budce 2.1. Hé théng x4c nhin cua Ngan hang kiém tra thong tin trong yéu ciu va
phan hoi cho TPP aceess_token.
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Néu khach hang yéu ciu truy van théng tin lai suét thi thwce hién tiép budre 3:

+ Budce 3: TPP thuc hién gui yéu cau truy van [ai suat 16i hé théng cua Ngan hang
thong qua API “API Lay thong tin lai suat” tai muc 2.1

+ Budc 3.1. Hé théng ciia Ngan hang phan hoéi két qua cho TPP.
+Budce 3.2. Ung dung ciia TPP hién thi két qua trén giao dién cho khach hang.
Néu khach hang yéu ciu truy vin thong tin ty gia thi thuc hién tiép bwéc 4:

+ Budc 4: TPP thuc hién giri yéu cau truy vén ty gid tdi hé thdng cua Ngan hang
théng qua AP “4PI Ly thong tin ty gid” tai muc 2.2

+ Budc 4.1. Hé thong ciia Ngan hang phan hdi két qua cho TPP.
+ Budce 4.2. Ung dung cua TPP hién thi két qua trén giao dién cho khach hang
2.1. API Léy théng tin 13i suéit

Endpoint 2 /interestrate?currency={currency}
Method GET
Scope INF

- Request Header:

C ntent-Typ B

- Authorization dinh dang: “Bearer +
{access_token}™: theo tiéu chuin RFC
6750.

- M3 access_loken duogc cdp theo quy
dinh tai muc 4.4 trong RFC 6749 (véi
grant_type la client credentials).

- Ngay gio thuc hién.

- Dinh dang: yyyy-MM-
ddTHH:mm:ssZ (UTC DateTime), theo
tiéu chuan RFC 3339.

Authorization String M

Request-DateTime | DateTime M

String Mi dinh danh duy nhét cho request.
Request-ID [60] M| thuong & dinh dang UUID.
String Dia chi IP cua khéach hang.
]_ _ .
PSU-IP-Address 50] O | Gid tri niy phai & dang Ipv4 hosc Ipv6.
Thong tin trinh duyét trong truong hop
Strin khach hang sir dung ung dung web cua
PSU-User-Agent 120 035 0 TPP hodc céc théng tin khic trong
truong hop khach hang st dung ung
dung khac cua TPP.
. String H¢ diéu hanh trén thiét bi (may tinh/di
PSU-Device-OS |1y O | 4ong....) ctia khach hang.
Provider-ID String 8] Mai dinh danh cua Ngan hang duoc quy

dinh tai Muc 1.
String M Mai dinh danh cua TPP duge quy dinh tai
(15} Muc 1.

TPP-ID
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Gia tri client 1d duge néu ta1 Muc 1.

| Clhient-1D

- Query parameter:

T T

R T

. L .
'k

Loai tién t&€ quy dmh teo ma cﬁa IS
4217 vadi 3 ky tu viet hoa.

| Content-Type String M Mic dinh “application/json™
Request-ID String M Q1a tri duoc lay tir request header trong AP]
cua TPP
Request-DateTime | String M G}&i tr1 dugce lay tir request header trong API
cua TPP
JWS-Signature String M Chit ky JWS theo quy dinh tai Muc 1
- Response Body:

+ HTTP STATUS CODE 200 OK:

interests Array Danh séch [3i suét
) String M Loai tién té quy dinh the(? ma cua bd
Currency 3] 1SO 4217 v6i 3 k¥ tu viét hoa.
String s A
productCode 100] O Ma loai san pham tién guri
productDesc S[;rou(i)% M | Mo ta loai san phim tién gii
String . .
termCode [100] M Ky han g
minAmount | Number M S tién gui toi thicu
Strine Loai khéach hang theo ISO 20022.
customerType (4] & M Gia tri mac dinh: “PRVT” (Khach
hang cd nhdn)
intcrestRate St{rsl? & M Lai suat
- Ngay hiéu lue.
. . - Pinh dang: yyyy-MM-
effectiveDate | Datetime M ddTHH:mm:ss7 (UTC DateTime),
theo tiéu chuan RFC 3339.
additionallnfo | Object O Théng tin bd sung (néu cd)

+ Error Code: Tham chiéu tai muc 7.2.1. Dinh dang phan hoi 18i va 7.2.2 Bang
ma 161 chung.



2.2. API Lay théng tin ty gia

Endpoint /v1/exchangerate?currency={currency}
Method GET - ]
Scope INF

- Request Header:

Content-Type String M Mic dinh “application/json™

- Authorization dinh dang: “Bearer +
{access token}™: theo tiéu chuén RFC
Authorization String | M 6730. :

- M3 access_token dugc cap theo quy
dinh tai muc 4.4 trong RFC 6749 (vai
grant_type la client credentials).

- Ngay gio thuc hién.

- Dinh dang: yvyv-MM-
ddTHH:mm:ssZ (UTC DateTime).
theo tiéu chudn RFC 3339.

Mi dinh danh duy nhit cho request.
thuong & dinh dang UUID

Dia chi IP cua khach hang. Gia tri nay
phai ¢ dang Ipv4 hodc Ipvé.

Théng tin trinh duyét trong trudng hop
khach hang su dung img dung web cua

Request-DateTime | DateTime M

Request-1D String [60] M

PSU-IP-Address | String[50] ' O

PSU-User-Agent ?;roué]g 0] TPP hodc cac thong tin khac trong
truong hop khach hang sir dung Ung
dung khac cua TPP. ]

. String Hé diéu hanh trén thiét bi (may tinh/di

PSU-Device-O8 [100] 9 | dong....) ctia khich hang. )

. . Ma dinh danh cua Ngan hang duge quy

Provider-1ID String [8] M dinh tai Muc 1,

IPP-ID String [15] M Ma dinh danh cua TPP duge quy dinh
tal Muc 1.

Client-ID String [S0] | O | G tri client id duoc néu taj Muc 1.

- Query parameter:

Loal tién té quy dinh theo 5
4217 voi 3 ky tu viét hoa.

currency

- Response Header:

| Content-Type
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| . Gia tn dugce lay tir request header tron
R -ID St 1 C ) q gl
eaues String API ciia TPP
. w Gia tri dugce lay ti request header tron
Request-DateT } duoe fay 9 g
equest-DateTime | String M API cia TPP
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc |
- Response Body:
+ HTTP STATUS CODE 200 OK:
rates Array M | Danh sach ty gia
Loai tién t¢ quy dinh theo
currency String [3] | M | méd cua bg [SO 4217 voi 3
ky tu viét hoa
buyCashRate Number | M ;lnlétgla mua vao bang ticn
buyTransferRate | Number | M T gia mua vao bang
chuyén khoan
sellCashRate Number | M | Tigia ban ra bang tién mat
sellTransferRate | Number | M h sla ban ra bang chuyén
khoan
additionallnfo Object O | Théng tin bo sung (néu o)
- Thoi diém ap dung ti gia
trén hé thong cua Ngén
hang.
applyDate DateTime | M |- Dinh dang: yyyvy-MM-
ddTHH:mm:ssZ (UTC
DateTime), theo tiéu
chuan RFC 3339.

+ Error Code: Tham chiéu tai muc 7.2.1. Dinh dang phan héi 161 va 7.2.2 Bang
ma 161 chung.

3. Cac Open API truy van théng tin cda khach hang (diém b khoan 1 Piéu 6)

Chi 4p dung vai cac truy van ma khach hang chu dng thuc hién trén tmg dung
cua TPP.

- Ludng 14y mi truy cip caa khich hang dugc thuc hién khi lay sur dong v chia
sé dit liéu ctia kKhach hang duoc khai tao trén img dung cua TPP duge mo ta nhu sau:
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Z 3 hoken with authonzation code———»

oo 2 31 access and refresh tokem---------- - |

[expired access token] 1

[, 3 ftoken -
r (grant_type=refresh_token)

emeee s 3 1 access token--------resmemman e |’

Hinh 2 Ludng ldy mé truy cdp

+ Bude 1: Khach hang ding nhap vao tmg dung cua TPP va thyre hién dich vu lién
quan t&1 sy déng ¥ chia sé dit liéu cua khéch hang do TPP cung cap.

e Néu khach hang chua thue hién dong y chia sé dir lidu ho#ic d3 hét thod gian dong
y duge quy dinh tai khodn 6 Piéu 11 thi tiép tuc thuc hién cdc Buée tir 1.1 dén Buée
24

e Néu thoi gian dbng ¥ con hidu luc va access_token hét hidu luc thi thuc hién
tlep tr Bude 3.

+ Bugc 1.1. Hé thong ciia TPP s& diéu hudng khéach hang to1 trang xdc nhan cia
Ngén hang.

+ Budc 2: Khach hang duge diéu hudng téi trang xac nhan cua Ngan hang dé lay
su ddng ¥ chia sé dir liéu cua khach hang théng qua APl “Xdc nhin va ldy su dong L
cua khdch hang” tai muc 3.1. Tai ddy, khach hang thue hién dang nhap vao hé théng
xac nhdn cua Ngan hang.

+ Bude 2.1. Hé thdng xac nhén cua Ngén hang xac nhén khach hang. Sau khi xéc
nhén thanh cdng. khich hang x4c nhin ddng v chia s¢ dit liéu théng qua giao dién cua
Ngén hang.

+ Buoc 2.2: Hé thong: xac nhan cia Ngan héng chuyen hudng khach hang vé tmg
dung ctia TPP kém ma dong y (authorization code). Chi tiét dirge md ta tai muc 3.1

+ Bude 2.3: TPP gui yéu ciu lay access _token va refresh_token tdi hé thong xdc
nhan cua Ngén hang. Chi tiét duge mo ta tai API “Ldy ma fruy cap’ tai muc 3.2.

! | Bank Auth Bank Open
U L ™F Server AP
!-—-uu.——-r-—n-—— .

.

{
l 1 start ?j—;
(€ 1 1 redirect o Bank Auth Server-----«n-
‘ 2 /alnhonze » 21 Authenticate &



+ Budce 2.3.1: Hé thdng xde nhdn cta Ngan hang thyc hién phan h01 két qua cho
TPP. TPP sir dung access_token dé¢ thuc hién cic truy van lién quan vé AIS. TPP su
dung refresh token dé thuc hién lam méi access_token khi access_token hét han thuc
hién tai Budec 3.

+ Budce 3: Truong hop access_token hét han, TPP thuc hién goi yéu cau lam méi
access_token dua trén refresh_token. Chi tiet duge mo ta tai API “Lam mdi ma truy
cdp” tai mue 3.3.

+ Budc 3.1: Hé thdng xéc nhédn cuia Ngan hang thuc hién phin hdi két qua cho
TPP.

- Ludng truy vin thong tin tai khoan vdi access_token dugc lay o ludng liy
ma truy cap (hinh 2) duege mo ta nhu sau:

,""—_'_—w-"__'“\.) l’ g )
PP Bank Auth : :Bank Open
Server | | APl

: account list request——T 4 1: tvifackounts —
4B, [ESPONSE oo e rrr | e 42 [ESPONSE rrrmreersrs = woe o e

1
' t

' 5: account information request‘m 5.1: ivlfaccounts/information >
L ...... T L EaLELEET 52 responseﬂ.” R Y

--------------- 5 3 response----reeeee
] 1

. 6:account fransaction request ] §.1/v1/accounts/transactions >
I:- --------------- B.3: TESPONSE -+ wwenrsememsr | lrrarss oot B.27 TESPONGE:--wn-rmrresmmrsrmmms oo s oo

Hinh 3- Ludng truy vén thong tin (i khodn

~ Buédre 4: Khich hang gui véu cau lay danh sach tai khoan trén {mg dung cia TPP.

+ Budce 4.1: TPP giti yéu ciu ldy danh sich tai khoan téi hé thong cua Ngén hing
thong qua API “Ldy danh sdch tai khodn” tai muc 3.5,

+ Budc 4.2: Ha théng ciia Ngan hang phan hédi két qua cho TPP.

+ Budc 4.3: Ung dung TPP hién thj két qua danh séch tai khoan trén giao dién cho
khach hang.

Néu khach hang yéu cAu ldy thong tin mdt tai khoan thi thue hién tiép bwdir

+ Budc 5: Khach hang giri yéu cau liy thong tin mot tai khoan trén tmg dung cua
TP

+ Buéc 5.1: TPP giri yéu chu ldy théng tin mot tai khoan téi hé thong ciia Ngan
hang thong qua API “Ldy théng tin tai khodn” tai muc 3.6.

+ Bude 5.2: Hé théng cta Ngan hang phan héi két qua cho TPP.

+ Buoc 5.3: Ung dung TPP hién thi két qua thong tin tai khoan trén giao dién cho
khach hang.

Néu khach hing véu ciu [y lich sit giao dich thi thyc hién tiép bwdc 6:
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+ Budce 6: Khach hang gt yéu cau lay lich s giao dich trén tmg dung cua TPP.

+ Budc 6.1: TPP giri véu céu lay lich su giao dich té1 hé thong cua Ngéan hang
théng qua API “Ldy lich st giao dich ™ tai muc 3.7.

+ Bude 6.2: Hé thong cia Ngan hang phan héi két qua cho TPP

+ Bugc 6.3: Ung dung TPP hién thi két qua thong tin lich sir giao dich trén giao
dién cho khach hang.

3.1. API Xac nhén va ldy s dong ¥ cia khich hang

Endpoint /authorize
| Method GET

- Request Header:

Content-Type String M application/x-www-form-urlencoded

Xac dinh tén mién cua mav chu ma request

Host String 0 dang giti d in

- Query Parameter:

response_type String M Mac dinh “code™
client id String M Gia tri client id duoc néu tai Muc 1.
scope String M Pham vi truy cdp: ALS
Duorng din duing dé didu hudng khéch hang
. . . ve Ung dung ctia TPP sau khi hé théng xac
redirect_uri String M nhan cua Nggan hang hoan thanh xac nhan
khach hang.
Gia tri nay dugc TPP tao ra dé duy tri trang
. thai gilta request va respone. duge su dung
state String M dé ngan chin cac cudc tén cong trong linh
vic bao mat web (Cross-site request
forgery)
code_challenge = BASE64URL-
code_challenge | String M ENCODE(SHA256(ASCll(code verifier)))
Chi tiét tham khao thém tai RFC 7636
Thudt toan duoc st dung dé tao ra
code challenge .
method String 0O code_(':hallenge. -
— Mic dinh 5256’
- Response:

+ Hé théng x4c nhén ctia Ngan hang diéu huong khach hang vé tng dung cua TPP
théng qua redirect_uri kém véi tham s6 trén dudng dan duge md ta & bang dudi day:
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| state | String | M | Gid ir state tir request cua TPP.

—

+ Error Code: Tham chiéu tai muc 7.1.2. M4 15i API xac nhdn va lay su dong v
cta khach hang.

3.2. API Ly ma truy ¢ip

rEndpoint \T/token
Method | POST

- Request Header:
Content-Type | String M application/x-www-form-urlencoded
Authorization | String M Basic BASE64(client_id + *:” + client _secret)
Host String 0 Xac d!flh tf:n mién ciia may chu ma request
| dang gtti dén o
- Request body:
| grant_type String | M Mic dinh “‘authorization_code™
code String | M Ma dong y ma Ngan hang da cip cho TPP
; thong qua ludng lay ma truy cép.
‘ Pudng dan dung dé diéu hudng khach hang
tror lai Ung dung cua TPP. Gid tri nay phai
redirect_uri String M khop vai gia tri redirect_uri da truy én tai API
Xac nhan va lay su ddng v cia khach hang
; muc 3.1.
“. Gia tri code_verifier dugc sur dyng dé tao ra
. : code_challenge ma TPP da truyen tai AP1 Xac
code_verifier String M nhan va lay su déng v cua khach hang muc
| 3.1. Chi tiét tham khao thém RFC 7636.

- Response Header:

Content-Type 1 Mic dinh “application/json”

- Response body:
+ HTTP STATUS CODE 200 OK:

access_token String M Ma truy cap.

refresh_token String M Ma lam moi. ]

token_type String M Méc dinh “Bearer”

expires_in  Number | M (“{ié t-ri hiéu h'IE ‘cﬁrfl.acc?ss_tok‘en da duoc md
— ‘ I ta tai Muc 1 d6i véi nhom ALS
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|
scope l String | M
l

+ Error Code: Tham chiéu tai myc 7.1.2. M& 161 APT Lay ma truy cap.

‘ ] Pham vi cuia access token. Gia tri nay khap 1

v scope tai API Xac nhéan va lay su dong v |
ciia khach hang muc 3.1 |

3.3. API Lam mdéi ma truy cap

Endpoint /token

Method POST

- Request Header:

i S

Sy 2

Content-Type | String M application/x-www-form-urlencoded
Authorization | String M Basic BASE64(client id + *: + client secret)
Host String 0 Xac d!?h t(en mién cia may chu ma request

dang gui dén
- Request body:
\ o SRR
grant_type String M Mic dinh “refresh token™
i Gia trj refresh_token duoc tra vé tai muc
Lrefresh_token String M API Ly ma truy cap

{ Pham vi (scope) khong duogc vuot qua

| ,
scope String | 0 | pharp vi (scope) tai APl Xdc nhan va lay
| | sy dong v cua khach hang muc 3.1.

- Response Header:

Content-Type String d Maic dinh “applicatno
- Response body:
+ HTTP STATUS CODE 200 OK:
| access token | String M M3 truy cap. -
Ma 1am mai (M@ nay ¢ thé khac gia tri ma lam
refresh token | String O mdi duoe sinh ra tir ludng lay ma truy cip véi

grant_type authorization code)

token type String M Mic dinh “Bearer”

Gia tri hiéu luc clia access_token di duge mé ta
tai Muc | d61 v&i nhém AIS

expires_in Number M

+ Error code: Tham chiéu tai muc 7.1.2. M4 13i API Ly m3 truy cap.
3.4. API Thu hdi ma truy cip



13

TPP thuc hién goi APl nay khi khach hang thuc hién rit lai su déng ¥ trén ung
dung cua TPP.

frevoke

POST

Endpoint
Method

- Request Header:

PR

, -
o o b

Content-Type | String M application/x-www-form-urlencoded

Authorization | String M Basic BASE64(client_id + ;" + client_secret)

Host String 0 Xac d;ph l;en mién cua may chu ma request
dang gui dén

- Request body:

-
-
ST
A

- I CEEE =
4 ™ N N . oy
N ' P

S

RS

a4

§

. Gia tri cua access token hodc rfrs tkc
token String M X1 ke - : -
(can thuhor
. . Loai token cén thu hoi “access_token™ hodc
token_type hint | String O “refresh token”

- Response:
+ HITP STATUS CODE 200 OK va khong cé di li¢u tra vé. Tham khao chi tiét
REC 7009.

+ Error code: [ham chiéu tai muc 7.1.2. M 161 API Lay mi truy cip.

3.5. API Liy danh sach tai khoan

Endpoint /v1/accounts

Method GET

Scope AlS

- Request Header:

Content-Type String M Mic dinh “application/json” |
- Authorization dinh dang: “Bearer +
{access token}™: theo tiéu chuan RFC

o . 6750.

Authorization String M - Mai access token duoc cap theo quy
dinh tai muc 4.1 trong RFC 6749
(Authorization Code Grant).
- Ngay gio thuc hién.

, . - Dinh dang: yyyy-MM-

Request-DateTime | DateTime | - M 4 g4 mm:ssZ (UTC DateTime). theo

tiéu chuan RFC 3339
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R ' m String M Mi dinh danh duy nhat cho rcqucs?
| Request- [60] thudng & dinh dang UTUID
‘ String bia chi IP cua khach hang. Gia tri nay |
PSU-IP-Address | 55 O hai o dang IPv4 hodc IPv6. '
Thong tin trinh duyét trong truong hop
Stri khach hang sir dung ung dung web cua
PSU-User-Agent Zr(;gg 0O TPP hodc cac théng tin khac trong
[200] truomg hop khéch hang st dung (mg
dung khéc cua TPP.
. String Hé diéu hanh trén thiét bi (may tinh/di
PSU-Device-O8 [100] O | dong....) cua khich hang.
: . Mai dinh danh cta Ngén hang duoc quy
Provider-1D String (8] M dinh tai Muc 1.
TPP-ID String M Ma dinh danh cua TPP dugc quy dinh tai
[15] Muc 1.
Client-ID S[t?o[}g 0 Gia tri client id duoc néu tai Muc |

- Query parameter: Khong co

- Response Header:

TR

L Y 1.; ﬁﬁ' i F R fes
Content-Type String M Mic dinh “application/json”™
: Gia tri duoc lay tir request header trong
Request-1D String M API ciia TPP
. . Gid tri duoc lay tir request header trong
Request-DateTime | DateTime M API ctia TPP
JWS-Signature String M Chit ky JWS theo quy dinh tai Muc 1 |

- Response body:

+ HTTP STATUS CODE 200 OK:

accounts Array
. . . Thong tin tai khoan cua
identification Object | M |khich hang mo tai Ngén
hang.
accountld S[t;ag $4 tai khoan cia khéch hang
name String Tén tai khoan cua khach
[70] hang.
type String Loai tai khoan quy dinh
p [4] trong 1SO 20022,
Stri Loai tién t€ quy dinh theo
tring a A L.
currency 3] M ma cua bd ISO 4217 vai 3
ky tu viét hoa.
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Strin Ma dinh danh cua Ngéin
bankCode 18] g M hang dugc quy dinh tai Muc
|
additionallnfo Object O Théng tin bd sung (néu ¢6)

+ Error Code: Tham chiéu tai myc 7.2.1. Dinh dang phan hoi 161 va 7.2.2 Bang
ma 01 chung.

3.6. API LAy thong tin tai khodn

Endpoint /v1/accounts/information
Method POST
Scope AlS

- Request Header:

- P ELIE
W
AT e

Content-Type String M Mic dinh “application/json”

- Authorization dinh dang: “Bearer +
{access_token|™: theo tidu chuan RFC
o : 6750.
Authorization String M - M access_token duge cap theo quy
dinh tai muc 4.1 trong RFC 6749
. (Authorization Code Grant).
- Ngay gi¢ thuc hién.
o . - Dinh dang;: yyyy-MM-
_ \ 1 d
Request-DateTime | DateTime | M1 44 by mm:gs7 (UTC DateTime). theo
tiéu chuan RFC 3339. )
String M4 dinh danh duy nhdt cho request,
Request-ID 60] M| thuomg & dinh dang UUID
String DPia chi IP cua khach hang. Gia tri nay
PSU-IP-Address 50] O | Jhai & dang IPv4 hoiic IPv6.
Thong tin trinh duyét trong truong hop
Strin khach hang sir dung tmg dyng web cua
PSU-User-Agent 2 OO]g O TPP hodc cac thong tin khac trong
- truong hop khach hang su dung ung
dung khéc cua TPP. .
B String Hé diéu hanh trén thiét bi (may tinh/di
PSU-Device-OS [100] O | déng,...) ciia khich hang.
, . Ma dinh danh cia Ngén hang duoc quy
Provider-1D String [ 8] M dinh tai Muc 1.
TPP-ID String M M4 dinh danh caa TPP duoc quy dinh tai
f15] Muc 1.
Client-1D S[tggl]g 0 Gia tri client id duoc néu tai Muc 1
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc |

- Request Body:



accountld

String [34]

- Response Header:

Content-Type String M Maic dinh “application/json”
- Gia tri duge lay tir request header trong
Request-1D String M API ctia TPT
. . Gia tri dugce ldy tir request header trong
Request-DateTmi DateTime M AP] ctia TPP -
JWS-Signature String M Chit ky JWS theo quy dinh tai Muc |

- Response Body:
+ HTTP STATUS CODE 200 OK:

identification

Object

Thong un
khoan cua
hang

accountld

String [34]

S& tai khoan cia
khach hang

name

String [70]

Tén tai khoan cua
khach hang.

type

String |4]

Loai tai khoan quy
dinh  trong ISO
20022.

currency

String [3]

Loai tién t¢ quy dinh
theo mé cua bod 1SO
4217 v6i 3 ky te viét
hoa

bankCode

String [8]

M

Ma dinh danh cua
Ngan hang duoc quy
dinh tai Muc 1 cua
Phu luc.

creationDate

Datetime

- Ngay tao tai khoan.
- Dinh dang: vyvy-
MM-
ddTHH:mm:ssZ.
(UTC  DateTime),
theo tiéu chuin RFC
3339.

balances

Array

M

Théng tin vé chi tiét
so du

amount

Object

M

Théng tin vé s du
kha dung




value Number M tai khoan cuaa khach
hang

Loai tién & quy dinh
theo ma cta bo ISO
4217 voi 3 ky tu viét
hoa.

- Ngay gio hé thong
thuc hién.

- Dinh dang: yyyy-
MM-
ddTHH:mm:ssZ
(UTC DateTime),
theo tiéu chuan RFC
3339.

Théng tin bd sung
(néu co)

currency String [3] 0

dateTime DateTime M

additionallnfo Object O

+ Error Code: Tham chiéu tai muc 7.2.1. Binh dang phan héi 161 va 7.2.2 Bang
mé 16i chung.

3.7. API Lay lich sir giao dich

- Khoang thoi gian cho phép truy van lich str giao dich tuy thude vao quy dinh
cua Ngan hang.

Endpoint | /vl/accounts/transactions
Method POST
Scope AIS

- Request Header:

String M Mic dinh “application/json”

- Authorization dinh dang: “Bearer +
{access_token}™: theo tiéu chuan RFC

6750.

- M3 access_token duoc cdp theo quy

dinh tai muc 4.1 trong RFC 6749

(Authorization Code Grant).

- Ngay gio thyc hién.

- Dinh dang: yyyy-MM-

ddTHH:mm:ssZ (UTC Datelime).

theo tiéu chuan RFC 3339.

String Mai dinh danh duy nhét cho request.
{60] thudng & dinh dang UUID.

String Dia chi IP cua khach hang. Gia try nay
[50] phai ¢ dang Ipv4 hoac Ipvb.

Content-Type

Authorization String M

Request-DateTime | DateTime M

Request-1D

PSU-IP-Address
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7 Thong tin trinh duyét trong trudng hop |
String khach hang sur dung img dung web ¢ua
PSU-User-Agent nng 0 TPP hodc cac thong tin khac trong
(200] ‘ s ,
truong hop khéach hang s dyng img
dung khac cua TPP.
. String Hé diéu hanh trén thiét bj (may tinh/di
PSU-Device-05 [100] 0 ddng....) cua khach hang. -
. . Ma dinh danh ctia Ngén hang dugc quy
Provider-1D String [§] M dinh tai Muc 1.
TPP.ID String M Ma dinh danh cua TPP dugc quy dinh
[15] tai Muc 1.
Client-ID S[t;g}g O | Giatri client_id duge néu tai Muc 1.
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1.
- Request Body:
il IO (5 7
accountld | String [34] So tal khoan cua khach hang.
- Thoti gian giao dich tir ngay.
fromDate | DateTime I - Dinh dang: yyyy-MM-ddTHH:mm.ssZ
(UTC DateTime), theo tiéu chuan RFC 3339.
- Théni gian giao dich dén ngay.
toDate DateTime M - Dinh dang: yyyy-MM-ddTHH:mm.ssZ
(UTC DateTime), theo t1éu chuan RFC 3339.
Xac dinh so trang dugc yéu céu Cac trang
page Number O duoc danh s6 tir 1. Neu tham 90 khong dugc
chi dinh. API s€ tra vé trang sb 1.
Xac d;qh s6 lugng ban ghi trén mét trang. Néu
size Number O tham s6 khéng duoc chi dinh. API s& tra vé
toan bo cac ban ghi thoa man yéu cau.

- Response Header:

Content-Type Strin M Mic dmh ]lCEl'[]OI‘L _]SOH
. Gia tri dugc ly tir request header trong
Request-1D String M API cua TPP
. . Gia tri duoc ldy tir request header trong
Request-DateTime | DateTime M API ctia TPP
JWS-Signature String M Chit ky JWS theo quy dinh tai Muc 1

- Response Body:
+ HTTP STATUS CODE 200 OK:

pageCount

Number Tong, 56 trang




cr

N
‘ny‘ .‘I; w,_;r \hh . a

Trang hién tai

nextPage

Number

Trang tiép theo

pageSize

Number

S6 ban ghi trén
mot trang

totalCount

Number

Téng s6 ban ghi
trén tat ca cdc
trang

transaction
s

Array

Danh ‘séch du
liéu vé lich su
giao dich

amount

Object

Théng tin sb tién
giao dich

value

Number

S tién giao dich

currency

String [3]

Loai tién t& quy
dinh theo ma cua
bo I[SO 4217 v
3 ky tu viét hoa

balanc
es

Object

Thong tin s6 du

value

Number

M

S5 du o thoi
diém giao dich

currency

String [3]

Loai tién t& quy
dinh theo ma cua
bd ISO 4217 véi
3 ky tu viét hoa

creditD

ebitlnd
icator

String [4]

- CRDT (Credit)
néu la s6 du ghi
co
- DBIT (Debit)
néu 1a sé du ghi
ng

reversa

lIndica
tor

boolean

Chi ra mét giao
dich da by dac
ngugc hodc huy
bo. C6 thé bao
gdm cac giao
dich bi hoan tién.
bi huy bo.

valueD

ate

DateTime

- Tho1i gian giao
dich.

- Binh dang.
yyyy-MM-
ddTHH:mm:ssZ
(UTC




DdieTlme) theo

tiéu chuan RFC

3339.

Thong tin ma
referen Object M | dinh danh giao
ces dich

instructi Mi dinh danh
onldenti String [70] M duy nhit cho
fication mdi giao dich
relat'ed Object 0 Thf)ng tin gui
Parties nhén
debtor Object o |Thong lin ben
chuyén tién
. Tén cua bén
name String [140] 0 chuyén tién

M3i dinh danh

cua Ngan hang

bankCode | String [8] 0 ctia bén chuyén
duge quy dinh

ta1 Muc 1

accountld | String [34] 9] S4 tai khoan,
creditor Object O Thf) ng tin ben
nhan
. Tén cua bén
name String [140] O nhin

Mia dinh danh

cua Ngan hang

bankCode | String [8] O cua bén nhdn
duge quy dinh

tai Muc 1

. S6 tai khoan cua

accountld | String [34] O bén nhan
additio
nalTra No1 dun
nsactio String [255] | M | . & 8lao

dich

nilnfor
mation
additio Object o | Théngtin b(f)
nallnfo sung (néu co)

+ Error Code: Tham chiéu tai muc 7.2.1. Pinh dang phan héi 161 va 7.2.2 Bang

4 16i chung.

4. Cac Open API khoi tao thanh toan (diém ¢ khoan 1 Diéu 6)

Chi 4p dung vdi cac énh thanh todn ma khéch hang chu dong thyc hién trén img dung

cua TPP,




- Lubng trién khai cac API khoi tao thanh toan:

-—--—-w‘ - - -
| psy | P Bank Auth Bank Open
| ! Server APj
e e . - }
f 1
————1 Intt paymants————————sp* ,
L 2 PQOST foken (Client credentials)——————

- 21 Response access loken

|
' '

: ’—L . 3 POST AN DAY IS e er o e e e ot i
] PO - P

! d R e -- ----..31 Response paymentid, consentStatus- - -

] - 1
REIREZ FLOW B S
. 4 Redrect to Bank wih Paymenlld---[ ‘

I
- 4.1 rauthorze with paymeatig- - = = =m = —mv o om o i
] : ‘-] 411 Conlym payment
t
! : : f ‘| 412 authenlicale user
! \ (adhere o paymend reguiztions;
: , Aremees eeseeeeees - 413 Response authorzalon code-- - oo o
t i .
\ ————4 2 POST ftoken with authonzabon code——m————
. ¢ | 421 venly avthorzation code
| . 422 Response access foken-- - TR P
1 14
pEZGUP _ED FLEVY !
onT, | T
I wre + mmmmemn on e e :4 NOTIFY Authentication fequIred - «e-ere —wonee ceeeeeie ceoee = o,
| i
! 41" Authenticate and authorise Cecoupled > 411 Gonfirm paymeni
' ,
! : 417 authenbeate user
: ,_L, (adhere to paymen regulations)
1 [ e 4 2' POST N1update-consent with consentld consenlStalue
1 U - - - -421 Response - - --! o
: - 43 POST fv1lgel consent with paymenﬂc >
. Mo e --431 Response - e o .
X b —
t 1 - —
! RECIRECT KLOW
t 5 POST: v1/paymentsisubmite v i - e i e
: € e - o e eeeiesae seee - - -5 1 Response .. L, L S
' L
: DECOUPLE\Y} FLOW i
' ) 5 POST ivipaymentsisubme with consantld . < e
! PO T B s CTT o[ ) o
' (- 4
i T
' =
t OfT 6 GET N1fpayments/slatis—L >
i .
. __‘!“ . © i o - KR Response----------,»--:_ e e o
1 4 P
S — 7 Response- ---ev -om- - : !

Hinh 4: Ludng trién khai cdc API thanh todn (PIS)
- M ta chi tiét ludng:
+ Bude 1: Khach hang thue hién yéu ciu thanh todn trén tmg dyng ctia TPP.

+ Bude 2: TPP thuc hién y8u ciu liy access_token theo tiéu chuin OAuth2.0 véi
grant_type la client_credentials (Chi tiét duge mo ta tai muc 4.4 trong RFC 6749).
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+ Bude 2.1 Hé thdng x4c nhan ciia Ngdn hang kiém tra thdng tin trong yeu cau va
phan hds cho TPP access_token.

+ Bude 3: TPP thue hién gui yéu cdu khoi tao thanh toan t6i Ngén hang thong qua
APl “Khdéi tao thanh todn” tai muc 4.1.

+ Bude 3.1. Hé théng cia Ngén hang thyue hién kiém tra cac thong tin tu yéu cau
ctia TPP. Khi cac thong tin hgp 1€, hé thong chia Ngan hang tra vé cho TPP mét ma giao
dich duy nhit (paymentld), trang thdi consentStatus co gia tri la
“AWAITTING_AUTH".

Vi lubng redirect (cac budce tir 4 dén 5.1):

+ Budce 4: Sau khi TPP nhan dugc paymentld. TPP didu hudng khach hang t6i
trang xc nhdn cua Ngén hang dé thuc hién xac nhén thanh toan.

+ Bude 4.1: Khach hang thyuc hién dang nhap. Chi tiét duoe mé ta tai APl “Xde
nhdn khdch hang” tai muc 4.2.

+ Buéce 4.1.1. Khich hang xac nhén théng tin thanh todn trén giao dién cua Ngan
hang.

+ Budce 4.1.2. Khach hang xac nhdn thanh toan theo cac phuong thire xdc nhén cua
Ngan hang bao dam tuan thu quy dinh cua phap luat.

+ Bude 4.1.3: Hé théng xéc nhan coa Ngan hang chuyén huéng khich hang vé
ung dung cua TPP kém ma dong y (authorization code).

+ Bude 4.2: TPP giri yéu cau ldy access_token t&i hé thong xac nhén ciia Ngan
hang. Chi tiet duge md ta tai APT “Lay md truy cdp’ tai muc 4.3

-~ Bugc 4.2.1: He théng x4c nhan cia Ngan hang thuc hién kiém tra cac thong tin
ma dong y tur yéu cau cua TPP.

+ Budc 4.2.2: Hé thdng xac nhan ciia Ngan hang thuc hién phan hdi access_token
cho TPP.

+ Bude 5: TPP thyc hién giri yéu ciu xac nhén thanh toan t&i Ngan hang thong qua
API “Xdc nhdn thanh todn™ ta1 muc 4.5.

+ Bude 5.1, Ngan hang phan hdi két qua thanh toan.

Vi ludng decoupled (cac bwérc tir 4’ dén 5.17):

+ Bude 47: Tiy theo thiét ké img dung clia TPP va HE thong cua Ngan hiang ma
Hé thong xac nhan cua Ngén hang thyc hién hoac khong thyc hién gui thong bao téi
khach hang ¢ mét thanh toan can duge xac nhan.

+ Budc 4.1°; Khach hang truy cdp ung dung cua Ngan hang.

+ Buoc 4.1.1°: Khéach hang xac nhan thong tin thanh toan trén giao dién cua Ngan
hang.

+ Budc 4.1.2°: Khdch hang xac nhan thanh toan theo cac phuong thirc xac nhan
do Ngén hang quy dinh va bao dam tuan thu quy dinh cta phap luat.

+ Budc 4.2°; Hé théng cua Ngin hang giri yéu cu cap nhat trang thai xéc nhén
thanh toan cua khach hang tai TPP théng qua AP1 “Cédp nhdt trang thdai xdc nhan thanh
todn ciia khdch hang luong decoupled” tai muc 4.4.
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+ Budce 4.2.17: TPP nhdn dugc trang thai xac nhan thanh toan cua khach hang va
phan héi két qua lai cho hé théng ctia Ngan hang, chi tiét tai muc 4.4.

+ Buoc 4.37: Trong truong hop TPP khéng nhan duoce trang thai xdc nhian thanh
toan cua khach hang théng qua API “Cdp nhdt trang thdi xdc nhin thanh todn cia
khdch hang Iuéng decoupled” tai muc 4.4 tir hé théng ciia Ngan hang thi TPP c6 thé
giri yéu cau lay trang thai xac nhan thanh to4n ciia khach hang t6i hé thong cia Ngéan
hang thong qua API “Ldy trang thdi xdc nhdn thanh todn cia khdch hang luong
Decoupled” tai muc 4.7.

+ Bude 4.3.1°": Hé théng ctia Ngan hang nhan duoc yéu cdu va phan héi két qua
lai cho TPP.

+ Budc 57 TPP thuc hién giri yéu cdu xac nhin thanh toan t¢i Ngan hang thong
qua API “Xdc nhan thanh todn” kém thong tin consentld tai mue 4.5.

+ Bude 5:1‘: Hé théng cua Ngan hang nhan dugc yéu cAu va phan hdi két qua lai
cho TPP, chi ti€t tai muc 4.5.

+ Bude 6: Trong truong hop TPP khong nhan duge phan héi két qua hach toan tir
Ngén hang, TPP giri yéu cau ldy trang théi giao dich toi hé thong cua Ngan hang thong
qua API" Lay trang thdi giao dich™ tai muc 4.6.

+ Budc 6.1: Hé thng cua Ngan hang nhin duge yéu ciu va phan hdi két qua lai
cho TPP.

+ Bude 7: TPP hién thi két qua thanh toan cho khéach hang.
4.1. API Kh#i tao thanh toan

Endpoint /vl/payments
Method POST a
Scope P15

- Request Header:

Content-Type String Mic dinh “application/json”

! - Authorization dinh dang: “Bearer +
faccess token}™: theo tiéu chuén
RFC 6750

- Mi access_token duoc cap theo quy
dinh tai myc 4.4 trong RFC 6749 (vdi
grant type la client_credentials).

Authorization String M

- Ngay gi¢ thyce hién.

- Dinh dang: yyyy-MM-
ddTHH:mm:ssZ (UTC DateTime),
theo tiéu chuén RFC 3339.

Ma dinh danh duy nhat cho request,
thuong o dinh dang UUID

Dia chi IP ciia khach hang. Gid tri nay
phai & dang IPv4 hodc IPv6.

Thong tin trinh duyét trong truong
hop khach hang sua dung ung dung

Request-DateTime | DateTime M

Request-ID String {60] M

PSU-IP-Address String [50] 0

PSU-User-Agent | String [200] O




~

Mot \3‘

!ik,l N

web cua TPP hodc cac thong tin khac
trong truong hop khach hang st dung
L rng dung khac cua TPP. -
. . Hé dieu hanh trén thiét bi (may '
PSU-Device-OS | Suing [1001 | O 144041 dong....) ciia khéch hang. |
. : M3 dinh danh ctia Ngén hang dugc
Provider-1D String [8] M quy dinh tai Muc 1.
TPP-ID String [15] M Ma dinh danh cua TPP duge quy dinh
tai Muc 1.
Client-1D String [50] 0 Gia tri client id dugc néu tai Muc 1.
| JWS-Signature String M Chit ky JWS theo quy dinh tai Muyc |

- Request Body:

. ¢ .
LR '
a RN PR A S N

instructionldentification S[t;g}g M (a0
Thong tin nguoi thuc hién
thanh toan. khong bét bude
debtor Object C |trong truong hgp thanh
toan véi dich wvu C’Gng
thanh toan
name String c Tén té_li khoan cua ngudi
[70] thuc hién thanh toan
Strin . |80 tar khoan cua ngudi
accountld [34]g C | thge bitn thanh (odn
M3 dinh danh cua Ngén
. . hang cta ngudi thuc hién
bankCode | String [8] | C thangh toan %duc_rc quy dinh
tai Muc 1.
remittancelnformation ?;r Slrsl]g M | Néi dung giao dich
instructed Amount Object M | Théng tin sé tién giao dich
value Number | M | S tién giao dich
Loai tién té quy dinh theo
currency | String[3] | M | mai cua bd ISO 4217 vén 3
kv tu viét hoa.
- Ngay thuc hi¢n giao
dich.
requestedExecutionDate DateTime | M é?;?ﬁfiﬁi S\szy(‘l}l\l/.ﬂc\‘/j
DateTime). theo tiéu
chudn RFC 3339,
additionalInfo Object O | Thong tin bd sung (néu co)

- Response Header:



% ~.:,’ ) ; g
" ; Fa ~ i
i RN SRS WOk ok DEARMIE
Content-Type String M Mac dinh “apphcatlonfjson -
) . Gia tri dugce ]a\ tir request header lrong
Request-ID String M AP] ciia TPP
) . . (Gia tri dugc lay tir request header trong
Request-DateTime | String M APT ctia TPP
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc |
- Response Body:
+ HTTP STATUS CODE 200 OK:
paymentld String [35] M Ma giao dich duy nhat do Ngén hang
cung cap.
L M4 trang thai cua giao dich. Theo tiéu
status Sting [4] | M1 hudn cva IS0 20022.
- Thoi diem cap nhat trang théi.
. . - Dinh dang: yvyy-MM-
statusDateTime | DateTime | M} 44751 mm:<sZ (UTC DateTime). theo
tiéu chuan RFC 3339.
consentStatus String [20] M Mac dinh: "TAWAITTING _AUTH”

+ Error Code: Tham chiéu tai myuc 7.2.1. Pinh dang phan hoi 16i va 7.2.2 Bang
ma 16i chung.

4.2. API Xic nhan khich bang luong Redirect

Endpoint /authorize
Method GET

- Request Header:

Content-Type String M application/x-www-form-urlencoded
: Xdc dinh tén mién ciia mé 1 ma st
Host String 0 ac d1“ én mién cua may chu ma reques
dang gui dén

- Query Parameter:

response_type String M Gia tri mac dinh “code id_token™
client id String M Gia tri client id duge néu tai Muc 1.
scope String M Pham vi truy clp: PIS
Duong dan dung dé diéu hudng khach hang
. . . vé ung dung cua TPP sau khi hé thong xéc |
redirect_uri String M | han cta Nean hing hoan thinh xic Sihin
khach hang.
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Gia tri nay duge TPP tao ra dedux iri lrang
thai gilia request va respone, dugc st dung

state String dé ngan chin cac cude tén cong trong linh
vuc bao mat wecb (Cross-site request
forgery) ]
code_challenge = BASE64URL-

code challenge | String ENCODE(SHA256{ASCII(code_verifier)))
Chi tiét tham khao thém tai RFC 7636
Thuit toan duoc st dung dé tao ra

code challenge .

String code_challenge.

_method Mic dinh “$256™
Json Web Token (TWT).
St dung gia tri paymentld nhén duoc tir API
khéi tao thanh todn muc 4.1 dua vao claim
trong payload.
Chudi thong tin TWT bao gdm:

request String + JOSE Header - theo JWT trong RFC
7519. JWS trong RFC 7515. Thuit toan
trong header “alg™ theo muc 3.1 trong RFC
7518,
+ payload
+ signature — JWS trong RFC 7515

- Response:

+ Hé théng xac nhan cia Ngan hang didu hudng khach hang vé tmg dung cua TPP
thong qua redirect_uri kém véi gia tri & bang dudi déy:

Ma dong ¥

state

String

Z|Z

(14 tri state tir request cua TPP.

1id_token

String

Json Web Token (JWT).

St dung gia tri paymentld nhan duoe tix
API khoi tao thanh toan muc 4.1 dua
vao trong payload.

- Chudi théng tin JWT hao gdm:

+ JOSE Header — theo JWT trong RI'C
7519, JWS trong REC 7515. Thudt toan
trong header “alg” theo muc 3.1 trong
RFC 7518:

+ pavload:

+ signature -

RFC7515.

thco JWS trong

|

+Error Code: Tham chiéu tai muc 7.1.2. M 15i API Liy ma truy cép.

4.3. API Ly ma truy cap ludng Redirect
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o | . \ Gia trj dwoc lay tir request header |
Request-ID String | trong API cua TPP ‘
_ . id tri duoc lay @ t header |
Request-DateTime g String M Sé‘:]gtimi%z Ta}zptu request hcader
JWS-Signature | String M Chir ky JWS theo quy dinh tai Muc ] |
- Response Body:
+HTTP STATUS CODE 200 OK:

String [20] A Mic di “Sucss“
+ Error Code: Theo quy dinh cia TPP.
4.5. API Xic nhén thanh toan

L—Eﬁdpoﬁ /v1/payments/submit B

message

L

| Method POST
| Scope 'PIS
- Request Header:
Content-Type String M Méc dinh “application/json” |

- Authorization dinh dang: “Bearcer +
raccess_token} ™ theo tiéu chuan RFC
6750.

- Dol véi Redirect Flow: Ma
access_token dugce cap theo quy dinh
Authorization String M tai muc 4.1 trong RFC 6749
(Authorization Code Grant).

- Dol véi Decoupled flow: M3
‘ access_token duge cap theo quy dinh
| tai muc 4.4 trong RFC 6749 (voi
| grant_type la client credentials).

- Ngay gio thuc hién,

- Dinh dang: yyvy-MM-

Request-DateTime | DateTime M " J dTHI{:mm:§sZ (UTC DateTime).

| theo téu chuan RFC 3339.

I E & . Af ¢
Request-ID String [60] M Ma dinh danh duy nhat cho request,

thuong o dinh dang UUID

Dja chi IP cia khach hang. Gia tr nay
phai ¢ dang IPv4 hoic IPv6.

Théng tin trinh duyét trong truong hop
khach hang sir dung (ng dung web coa

PSU-IP-Address String [50] O

PSU-User-Agent ?;;gg O IPP hodc cdc théng tin khac trong |
J truong hop khich hang st dung tng \
| dung khéc clia TPP. il
. String H¢ diéu hanh trén thiét bj (may tinh/di
| PRU-Device-0S [100] O dsng....) cita khich hing,




. \ e
Provider-1D String [8] M gﬁfi‘i’&ﬁ‘fna Ngan hang duoc quy |
TPP-ID String [15] M | i\:ia I\?Lrlhldanh cua TPP duoc quy dinh
Client-ID String [50] O i Gid tri client_id duge néu tai Muc 1.
JWS-Signature String M | Chirky JWS theo quy dinh tai Muyc 1

- Request Body:

, String Ma glao dich duy nhit do Ngan hang cun cip
paymentld [35] M cho TPP trong API khai tao thanh toai mucg4 1
String Gié tri do Ngan hang sinh ra sau khi xac nhan
consentld 36] C thanh cong trén Ung dung ctua Ngan hang trong
luong Decoupled.

- Response Header:

Cotent-Type | ting Mac dmh app 1cat10szon
. Gia tri dwoc lay tir request header
Request-1D | String M trong APl cia TPP
: : Gia tri duge ldy tor request ' header
Request-DateTime String M trong API ciia TPP
JWS-Signature | String | M Chir ky JWS theo quy dinh tai Muc 1
- Response Body:

+HTTP STATUS CODE 200 OK:

Mi giao dich du nhat do Ngén hang cung cép

paymentld S[t;x;g M | cho TPP trong API khoi tao thanh toan muc
4.1.
. Mai trang thai cia giao dich. Theo ti€u chudn
status String [4] M ciia IS.Og20022. & '

- Thoi diém cép nhat trang thai.
statusDateTime | DateTime | M | - Dinh dang: yyyy-MM-ddTHH:mm: ssZ.
(UTC DateTime), theo tiéu chuan RFC 3339.

+ Error Code: Tham chiéu tai muc 7.2.1. Dinh dang phan hoi 161 va 7.2.2 Bang
ma 151 chung.

4.6. APY Lay trang thai giao dich

Endpoint /v1/payments/status
Method POST
Scope PIS \
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- Request Header:

Content-Type Strmg M Mac dmh apphcatmn/Json : |
- Authorization dinh dang: ‘Bearer +
{access_token}’": theo tiéu chuan RFC

. . 6750.

Authorization String M - Mi access_token duoc cép theo quy
dinh tai muc 4.4 trong RFC 6749(vai
grant_type la client credentials)

- - Ngéay gid thuc hién.
) . - - Dinh dang: yyyy-MM-

Request-DateTime | DateTime M 4 dTHH:mm:§sZ (UTC DateTime).

) theo tiéu chuan RFC 3339.
. Ma dinh danh duy nhat cho request,

Request-ID String [60] M thuéng o dinh dang UUID.

: Dia chi IP cua khach hang. Gia tri nay

PSU-IP-Address String [50] O phiti & dang IPv4 hoac IPv6,

Thong tin trinh duyét trong trudong hop
Strin khach hang str dung ng dung web cia

PSU-User-Agent "[200]% O ITPP hodc céc théng tin khac trong
truong hop khach hang sir dung ung
dung khéc cua TPP. ]

. String - Hé diéu hanh trén thiét bi (méy tinh/di

PSU-Device-05 [100] O déng....) clia khich hang. N

. . Mai dinh danh ctia Ngén hang dugc quy

Provider-1D String [8] M dinh tai Muc 1.

TPP-ID String [15] M Ma dinh danh cta TPP dugc quy dinh
tai Muc 1.

Client-ID String [50] 0 Gia tri client_id dugce néu tai Muc 1.

JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1.

- Request Body:

Ma giao dich duy nhat do Ngén hég cung cp cho
TPP trong API khai tao thanh toan muc 4.1,

Content-Type String M Mdc dinh *“‘application/json”
. Gia tri duoc lay 1ir request header trong API
Request-ID String M cta TPP
Request-DateTime | String M @a tri dugc 14y tir request header trong API
cua TPP
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1




- Response Body:
+ HTTP STATUS CODE 200 OK:

Ty

LT, L .
R

~EE .
3 T

Ma giao dich duy nhat do Ngén hang cung

paymentld S{t;lsn]g M cép cho TPP trong API khdi tao thanh todn
muc 4.1.
. M3 trang thai cta giao dich. Theo tiéu chuan
status String [4] M ctia ISO 20022,

- Thai diém cdp nhat trang thai.

- Dinh dang: yyyy-MM-ddTHH:mm:ssZ.
(UTC DateTime), theo ti€u chuan REC
3339.

+ Error Code: Tham chiéu tai muc 7.2.1. Pinh dang phan hoi 161 va 7.2.2 Bang
mi 16i

statusDateTime | DateTime M

4.7. API LAy trang thai xac nhan thanh toan cta khach hang luong
Decoupled

TPP goi API nay ctia Ngén hang dé lay vé trang thai xac nhan thanh toan cta khach
hang cu thé nhu sau:

Endpoint /v1/get-consent
Method POST
Scope PIS

- Request Header:

Content-Type String " Mic dinh “application/json
. - Authorization dinh dang: “Bearer +
{access token}™: theo ti€u chuén RIC
6750.

- M3 access_token dugc cdp theo quy
dinh tai muc 4.4 trong RFC 6749(vdi
grant_tvpe la client credentials).

- Ngay gi¢ thuce hién.

- Dinh dang: yyyy-MM-
ddTHH:mm:ssZ (UTC DateTime).
theo tiéu chuan RFC 3339.

Ma dinh danh duy nhat cho request,
thuong o dinh dang UUID

Pia chi IP cua khach hang. Gia tri nay
phai ¢ dang IPv4 hodc IPv6.

Thong tin trinh duyét trong truong hop
0 khach hang sir dung (g dung web cua
TPP hoac céac théng tin khac trong

Authorization String M

Request-DateTime | DateTime M

Request-ID String [60] M

PSU-1P-Address String [50] O

String

PSU-User-Agent [200]
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truong hop khach hang st dung ing
dung khac cua TPP.
) String Heé diéu hanh trén thiét bi (may tinh/di
PSU-Device-O3 [100] “ . 4éng....) cua khach hang.
. : M3 dinh danh ctia Ngan hang duge quy
Provider-ID String [8] M dinh tai Muc 1,
TPP.ID String [15] M Ma dinh danh cta TPP dugc quy dinh
, tai Muc 1. -
Client-ID String [50] O ' Gia tr1 client_id dugc néu tai Muc 1.
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1.

- Request Body:

M3 giao dich dy nhat do Ngén cung cap
cho TPP trong API khai tao thanh toan muc 4.1.

Content-Type

o Strg

o &

Méc dinh “applcation/_]s

o

M on” i
. Gia tri duoc iy tir request header
Request-1D String M trong API ciia TPP
: : Gid tri duge liy tir request header
Request-DateTime String M trong API ctia TPP
JWS-Signature String M Chit ky JWS theo quy dinh tai Muc 1

- Response Body:

+ HTTP STATUS CODE 200 OK:

*

Mﬁgiao dich duy nhat do gﬁ hng cun cap

et e ot ey

#
o
A

String
paymentld [35] M cho TPP trong API khai tao thanh todn muc 4.1.
String Gia tri do Ngén hang sinh ra sau khi xdc nhin
consentld 36] M | thanh cong trén Ung dung cta Ngin hang trong
luoéng Decoupled.
Nhén mgt trong cac gia tri sau:
- “AUTHORISED"” khi khach hang xic nhén
String thanh cbng. -
consentStatus [20] M | - “REJECTED” khi khéch hang xac nhén sai quy
dinh cia Ngén hang.
- “CANCEL” khi khach hang khéng xic nhén
trén Ung dung ciia Ngén hang.
expireln Number M "ll”héri gian hiéu luc cta consentld quy dinh tai Muc
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_+ Error Code: Tham chiéu tai muc 7.2.1. Dinh dang phan hoi 161 va 7.2.2 Bang
ma 161
5. Cac Open API Nap tién vao vi dién ti (dim ¢ khoan 1 Diéu 6)

- Ludng trién khai cac API Nap tién vio vi dién tir (sau ddy goi la nap vi dién ta)
sau khi khach hang thue hién lién két vi dién tir theo quy dinh. Khach hang thuc hign
nap vi dién tr tir tai khoan lién ket trén tng dung cua TPP.

I ' Bank Auth Bank Open
PSU L TPF‘ﬁ ' Server AP

—y=
1 ! b
' 1 Select Top up — 2 POST /token (Client credentigle}——+
! ;
' s | RESpONSE” 3CCLSS foken - o o < o e
: 3 POST iticashn —
{ L
' P I | Response- e e e e e e
b
ow ; : 1
T”‘O‘":..L. VSRS U -0 Ty ) - BSOS SO “
) «'.‘ 1
o IPUEOTP - - o o o e - 42 POST Ativenfy-otp-cashiin——i— S} L
. r 42 2: Response: : pavmeld t
. 1 e .
DECOURLEE F_OW :
! .
oet e o m s e wreneed” NOTIFY Authentication requirad.. - coeeeeeeeioeeeeee co < coeeecs oee ‘
| . 417 Confim '
I 4 1'. Authenlicate and authonse Decoupled * paymenl
t
: i 417 authenlicate user
) t {adhere to pavment
[ ! | reguations, c
) 4 7 POST Miupdate-consent-cash-tn————————-- “
: e e - B B T et S >
b —— =
' ot B 4 3- POST Hi1/get-consent-cash-in -
1 1. N T,
| .....“..l....m...4 3 1 Response T T -
] t
\ . .
t 5 PGST w1isubmit-cash-in— o
: oo eimmeeenes s = e e meenen - - - e -5 ] Regponse-- - - - oo - S
' 1 :
] - ]
: i 8 GET iv1iget-status-cash-in- >
' Mo e e e i e -8 1 Response: - ]
) —
. .
< --7 Response- - - - - Jl
1

Hinh 5. Ludng nap vi dién tie (EWLTS)
- M6 ta chi tiét ludng:

+ Bude 1: Sau khi dang nhdp vao img dung cta TPP, khach hang thuc hi¢n yéu
cau nap vi dién tir.
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+ Bude 2: TPP thuc hién mét yéu cau lay aceess_token theo tiéu chuan OAuth2.0
vai grant_type la client_credentials (Chi tict duge mo ta tai muc 4.4 trong RFC 6749)
t6i hé thdng xac nhén cia Ngén hang.

+ Budc 2.1. Hé théng xac nhan ctia Ngan hang kiém tra thong tin trong yéu ciu va
phan hoi access_token cho TPP.

+ Bude 3: TPP thue hién giri yéu cau khéi tao nap vi dién tr téi hé théng cua
Ngén hang thong qua APl “Nap vi dién fi” tai muc 5.1

+ Buéc 3.1. Hé théng ctia Ngan hang thyc hién kiém tra cac thong tin tir yéu ciu
ctua TPP. Khi cac thong tin hgp [€, hé thong cua Ngan hang tra vé cho TPP mdt ma giao
dich duy nhat (paymentId).

Viéc xac nhan giao dich nap vi dién tu theo quy dinh cua Thong dbc Ngan hang
Nha nuéc Viét Nam quy dinh vé an toan, bao mét cho viéc cung cap dich vy tryc tuyén
trong nganh Ngan hang. Trong truong hop thuce hién xdc nhan nap vi dién tir theo OTP
hodic Decoupled thi thuc hién nhu sau':

Véi luong OTP (cac budc tir 4 dén 4.2.2):

+ Budre 4: Hé thdng cua Ngan hang giti OTP cho khach hang.

+ Budce 4.1: Khach hang nhap OTP trén vmg dung cua TPP.

+ Buéc 4.2: TPP thuc hién giri yéu cau xac nhan OTP t6i hé thing ctia Ngdn hang
théng qua API “Xdc nhan OTP” ta1 muc 5.2.

+ Bu6e 4.2.1: Hé théng ciia Ngin hang thuc hién kiém tra cac théng
tin tr yéu cau ctia TPP.

+ Budc 4.2.2: Hé théng ctia Ngan hang thuc hién phan hdi két qua cho TPP.

Véi lubng decoupled (cac burde tir 4 dén 4.3.1°):

+ Budc 4°: Tay theo thiét ké ing dung cia TPP va Hé thong cua Ngan hang ma
Hé thong xac nhan cia Ngdn hang thue hién hodc khong thuc hién gui thong bao t6i
khach hang c6 giao dich nap vi dién tir cAn duoce xac nhén.

+ Budce 4.1°: Khach hang truy cdp vao rng dung Ngéan hang.

+ Bude 4.1.17: Khach hang xac nhéan thong tin nap vi dién tu.

+Bugc 4.1.27: Khach hang xac nhén nap vi dién tr theo cac phuong thire xac nhén

do Ngan hang cung cap va bao dam tuén tha quy dinh vé an toan, bao mdt cho viéc cung
cép dich vu truc tuyén trong nganh Ngan hang,

+ Budc 4.2': Hé thdng ciia Ngan hang giri yéu ciu cdp nhat trang thai xac nhan
nap vi dién tu cua khach hang toi PP thdng qua API “Cdp nhdt trang thdi xdac nhan
nap vi dién tir cua khdch hang luong decoupled” tai muc 5.3.

+ BuGc 4.2.1°: TPP nhan dugc trang thai va phan hoi két qua cho Hé théng cia
Ngan hang, chi tiét tai muc 5.3.

+ Buoc 4.3": Trong truomg hgp TPP khang nhan duoc trang thai xdc nhan nap vi
dién tir cua khach hang thong qua AP “Cdp nhit trang thdi xdc nhin nap vi di¢n ar
ctia khdch hang ludng Decoupled” tai muc 5.3 tir hé théng ctia Ngan hang thi TPP c6

' Trrémg hop sir dung Soft OTP thi ¢d thé thyc hién theo ludng OTP hoic luéng Decoupled.
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thé giri véu cau l4y trang thai xac nhén nap vi dién tit cia khach hang téi hé théng cta
Ngan hang thong qua API “Lay trgng thdi xdc nhdn nap vi dién tw cua khach hang
luong Decoupled” tai muc S.4.

+ Budce 4.3.1°: TI2 thdng cua Ngdn hang nhin duge véu cau va phan hdi két qua
lai cho TPP.

+ Budc 5: TPP thuc hién giri yéu cau xdc nhan nap vi dién t t6i Ngan hang héng
qua API “Xdc nhdn nap vi dign nr” tai muc 5.5.

+ Budce 5.1. Ngan hang phan hdi két qua cho TPP vé trang thai giao dich.

+ Budc 6: Trong truong hop TPP khong nhén duge phan héi két qua hach toan tix
Ngan hang, TPP gui yéu cau lay trang thai giao dich tdi hé thong cua Ngan hang théng
qua API1 “Lay trang thdi giao dich™ tai myc 5.6.

+ Buéc 6.1: Hé théng ciia Ngén hang nhan duge yéu cau va phan hoi két qua lai
cho TPP.

+ Budc 7. TPP hién thi két qua thuc hién nap vi dién tir cho khach hang.
5.1. API Nap vi dién tir

Endpoint /v1/cash-in
Method POST
Scope EWLTS

- Request Header:

5 & ‘;'e : ;tr“»-q
e R IR - - S

3 8 T k- T A

Y B

&, - F

Content-Type String M Mic dinh “application/json”
- Authorization dinh dang: “Bearer -+
faccess tokenj™. theo tiéu chuan RFC
6750.

- M3 access_token duge cip theo quy
dinh tai muc 4.4 trong RFC 6749 (v&i
grant_type la client _credentials).

-Ngay gi¢ thue hién.

- Binh dang: vyyy-MM-
ddTHH:mm:ssZ (UTC DateTime). theo
tiéu chuan RFC 3339, |
Ma dinh danh duy nhét cho request, |

Authorization String M

Request-DateTime | DateTime M

String

| Request-ID [60] M thuong & dinh dang UUID,
String Bia chi IP cua khach hang. Gia tr1 nay
PSU-IP-Address | rq0 O | phai & dang IPv4 hoic IPv6
Théng tin trinh duyét trong truomg hop
String khach hang su dung l?fng dung web cua
PSU-User-Agent 200] 0 TPP hoic cac thong tin khac trong
truomg hop khach hang str dung tmg
dung khac cua TPP.
String Heé diéu hanh trén thiét bi (may tinh/di

PSU-Device-OS

[100] ddng,...) ca khach hang. |

|~ -+ = =i



£y ‘ . \
: j?i ' 13 M-ﬁl i iék
: ‘ M4 dinh danh cua Ngan hang dugre qu\
Provider-ID String [8] M dinh tai Muc 1.
String Ma dinh danh cua TPP duge quy dinh
TPP-ID [15] Mo i Muc 1,
Client-TD q[tglo‘l]g O | Gié trj client_id duoc néu tai Muc 1.
JWS-Signature String M Chit ky JWS theo quy dinh tai Muc 1.

- Request Body:

‘ Ma giao dlCh do TPP khoi

instructionldentification (50] M a0
remittancelnformation ?;rslg‘(]g M | Noi dung giao dich
instructed Amount Object M | Théng tin s6 tién giao dich
value Number | M | Sé tién giao dich
Loai tién té quy dinh theo m3
currency | String [3] | M | cuabd [SO 4217 véi 3 ky tu
viét hoa.
- Ngay thue hién giao dich.
- Dinh dang: yyyy-MM-
requestedExecutionDate DateTime | M |ddTHH:mm:ssZ (UTC
DateTime), theo tiéu chuan
RFC 3339.
String Mé d.u'(yc §inh ra khi thuc
ewalletToken (30] M | hién lién két vi dién tr gifra
TPP va ngan hang.
additionallnfo Object O | Théng tin bd sung (néu c).

- Responsc Header:

String | Méc dinh “application/json™

Gia trj duoc lay tir request header trong API
cua TPP

Gié trj duoc iy tir request header trong API
cua TPP

String | Chir ky JWS theo quy dinh tai Muc 1

Content-Type

Request-ID String

Request-DateTime String

<2 R

JWS-Signature

- Response Body:
+ HTTP STATUS CODE 200 OK:



paymentld

String [35]

=

Ma @120 dich duy nhat do Ngan hang

NS

Mm; .l? ."l :_l"w ' I
. ﬁu’;‘:;l;‘”‘ 1{‘ mﬁﬁ:‘a N*’»“,: £ o

w ¥ T

cung cap.

status

String [4]

M4 trang thai cua giao dich. Theo (iéu
chuan cua ISO 20022.

statusDateTime

DateTime

- Thoi diém cép nhat trang thai.

- Dinh dang: yyyy-MM-
ddTHH:mm:ssZ (UUTC DateTime) .
theo tiéu chuan REC 3339,

authenType

String [10]

Nhan mét trong cac gia tri sau:
- *OTP”: thuc hién theo ludng OTP
- “DECOUPLED": thuc hién theo ludng
Decoupled.

“NONE™: trong truong hep khong
thuc hién theo ludng OTP va ludng
Decoupled.

additionallnfo

Object

0

Théng tin b sung (néu cb)

+ Error Code; Tham chiéu tai myuc 7.2.1. Pinh dang phan héi 16i va 7.2.2 Bang

ma 161

5.2. API Xic nhan OTP

Endpoint /v1/verify-otp-cash-in
Method POST
| Scope EWLTS

- Request Header:

Content-Type

String

M

B R
R

IR Ko |

& “ﬁ&w* gl-i,q )

| Maic dinh “application/json”

Authorization

String

i - Authorization dinh dang: “Bearer +
{access_token}™: theo tiéu chuan
RFC 6750.

-Mai access_token duoc cap theo quy
dinh tai muc 4.4 trong RFC 6749 (véi
grant type 1a client credentials). |

Request-DateTime

DateTime

- Ngay gio thye hién.

- Dinh dang: yyyy-MM-

| ddTHH:mm:ssZ (U'TC DateTime),
theo tiéu chuan RFC 3339,

Request-ID

String [60]

Mi dinh danh duy nhat cho request.
thuong & dinh dang UUID

PSU-IP-Address

String [50]

DBia chi [P cua khach hang. Gia tri nay
phai & dang IPv4 hoac IPv6.

PSU-User-Agent

String [200]

Thong tin trinh duyét trong truong
hop khach hang su dung Umg dung
web cua TPP hodc cac théng tin khac




trong trucm;b hop khach hang su dung \

ung dung khéc cta TPP.

) . Hé difu hanh trén thiét bi (may tinh/di
PSU-Device-OS String [100] 0 dong,...) cia khach hang,
Provider-ID String [8] M Ma d1:nh dz_mh cua Ngan hang dugc

T | quy dinh tai Muyc 1. -
TPP-ID String [15] M i Ma dinh danh ctia TPP duoc quy dinh
| tai Muc 1. -
Client-1D String [50] O I Gia tri client_id dugc néu tai Muc 1.
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1.

- Request Body:

Ma giao dlCh duy nhat do Ngan ang

paymentld String [35] M cung cép tra ve trong API Nap vi dién
tur muc 5.1.
otp String [6] 11—\1/‘13 OTP Ngan hang tra vé cho khach
ang.
, . M dugc sinh ra khi thuc hién lién két
ewalietToken String [30] M vi dién tur giira TPP va ngan hang,
additionallnfo Object 0 Théng tin bo sung (néu cd).

- Response Header:

Content-Type String M Maic di “appIication/json" |
. Gia tri dugc lay tir request header trong
Request-ID String M API ciia TPP
: . Gié tri duoc lay tu request header trong
Request-DateTime | String M API ciia TPP
JWS-Signature String M Chir ky JWS theo quy dinh tai Myc 1
- Response Body:

+ HTTP STATUS CODE 200 OK:

Ma glao dich duy nhat do Ngan hang
paymentld String [35] M cung cép cho TPP trong API Nap vi dién
tu muc 5.1,

Gia tri do Ngdn hang sinh ra sau khi
consentld String [36] M verify OTP thanh cdng trong ludng
OTP.




) 3 t T
ik
g ij -5 -

ok b

expireln Number

dinh tai Muc 1.

+ Error Code: Tham chiéu tai muyc 7.2.1. Dinh dang phan hoi 161 va 7.2.2 Bang
mé 16i

5.3. API Cap nhit trang thai xdc nhan nap vi dién tw cia khach hang ludng
Decoupled

Ngén hang thuc hién goi APT nay cua TPP dé tra vé trang thai x4c nhén nap vi dién
tor cua khach hang cu thé nhu sau:

" Endpoint /v1/update-consent-cash-in
| Method POST
- Request Header:
St
! NG ¥l e e ]
Content-Type String M Mic dinh “application/json”

- Authorization dinh dang: “Bearer +
{access_token}™: theo tiéu chuan RFC
6750. , |
- M3 access_token dugc cap theo quy
| dinh tai muc 4.4 trong RFC 6749(voi
| grant_type la client_credentials).

B - Ngay gio thue hién.

- Dinh dang: yyyy-MM-
ddTHH:mm:ssZ (UTC DateTime). theo
tiéu chuan RFC 3339.

Ma dinh danh duy nhat cho request.

Authorization String M

Request-DateTime | DateTime M

String

Request-ID [60] M | thwimg & dinh dang UUID,

: . M3 dinh danh cGa Ngén hang dugc quy
Provider-ID String [8] B M dinh tai Muc 1. |
JWS-Signature String M Chitky JWS theo quy dinh tai Myc 1.~

- Request Body:

Mai giao dich duy nhat do gé n cng

paymentld String [35] |M | cép cho TPP trong API Nap vi dién tir muc
5.1,
Gia tri do Ngén hang sinh ra sau khi xac
consentld String [36] |M nhén thanh céng trén Ung dung cua Ngan

hang trong ludng Decoupled.

Nhan mdt trong cac gia (ri sau:
consentStatus String [20] | M - “AUTHORISED"” khi khach hang xac
thuc thanh coéng.
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- *“REJECTED” khi khach hang xac nhan
sai quy dinh cua Ngan hang.

- “CANCEL" khi khach hang khong xac
nhén trén Ung dung ciia Ngin hang.

M3 duoc sinh ra khi thue hién lién két vi
dién tr gitta TPP va ngan hang

Thai gian hiéu luc cua consentld quy dinh
tai Muc 1.

ewalletToken String [30]

expireln Number

- Response Header:

Content-Type . éc dnh ‘ppli'aion/json”

String M
: Gia tri duge lay tir request header
Request-ID String M trong API cia TPP
. . Gia tr1 duoce léy tr request hcader
Request-DateTime String M trong API cia TPP
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1
- Response Body:
+ HTTP STATUS CODE 200 OK:

. - N - - ;o £ 2 »
Lo : h [T { » ) Vol S fa
B ¥ N * 1 v M - Py 2 R
= YL P 4 Tt TR, R LT . F

message Mic dinh “Success™

[20]

+ Error Code: Theo quy dinh cua TPP.

5.4. API Liy trang thai xac nhén nap vi dién tir ciia khach hang ludng
Decoupled

TPP goi API nay cua Ngan hang dé 1Ay vé trang thai xac nhan nap vi dién tu cua
khach hang cy thé nhu sau:

Endpoint /v1/get-consent-cash-in
Method POST
Scope EWLTS

- Request Header:

Content-Type String Maic dinh “application/json”
- Authorization dinh dang: “Bearer +
{access_token}™: theo tiéu chuian RFC
6750.

- Ma access token dugc cap theo quy
dinh tai muc 4.4 trong RFC 6749(vdi
grant_type la client credentials).

Authorization String M

Request-DateTime | DateTime M - Ngay gi¢ thue hién.




; vl
TR
: Dmh dang: yyyy- MM- T
ddTHH:mm:ssZ (UTC DateTime). theo ’
tiéu chuan RFC 3339.
String Mi dinh danh duy nhét cho request,
Request-ID [60] M thuong & dinh dang UUID
String Dia chi IP cta khach hang. Gia tri nay
PSU-IP-Address [50] O | Dhai ¢ dang IPv4 hoic IPv6,
Théng tin trinh duyét trong truong hop
Strin khach hang sur dung ung dung web cua
PSU-User-Agent 120 0]g O TPP hodc cac thong tin khac trong
truong hop khach hang s dung tmg
dung khac cua TPP.
. String Hé diéu hanh trén thiét bj (may tinh/dj
PSU-Deviee-OS 1 1y O | dong....) ctia khich hang.
. . Mai dinh danh cia Ngan hang duge quy
Provider-ID String [8] M dinh tai Muc 1.
TPP.ID String M Mai dinh danh cua TPP dugc quy dinh tai
[15] Muc 1.
Client-ID S[tglon]g O (ia tri client_id dugce néu tai Mue 1. ‘
|
JWS-Signature String M | Chiiky JWS theo quy dinh tai Muc | |

- Request Body:

Ma giao dih duy nhat do Ngén

String
paymentld [35] M cho TPP trong API Nap vi dién tir muc 5.1,
String Ma dugc sinh ra khi thuc hign lién két vi dién
ewalletToken [30] M wr gitta TPP va ngn hang.

- Response Header:

Mac dinh * apphcatlon/ Lon

Content-Type String - M
. Gid tri duoc lay tir request header
Request-1D String M trong API cua TPP
. . Gia tri duoc lay tir request header
Request-DateTime String M trong API ctia TPP
JWS-Signature String M Chit ky JWS theo quy dinh tai Muc 1
- Response Body:

+ HTTP STATUS CODE 200 OK:
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’ String Ma giao dich duy nhat do Ngan hang cung cap
paymentld | 34 cho TPP trong APT Nap vi dién tir muc 5.1
String - Gid tri do Ngan hang sinh ra sau khi xac nhan
consentld [36] M thanh cong trén Ung dung cua Ngan hang .
Nhan mét trong céc gid tri sau:
- “AUTHORISED™ khi khach hang xic nhin
Strin thanh cong.
conscntStatus g M | -"REJECTED" khi khach hang xac nhan sai quy
[20] ) ; 1
dinh cua Ngan hang.
- "CANCEL" khi khach hang khéng x4c nhin
trén Ung dung cua Ngan hang.
expireln Number M Thoi gian hiéu lue cua consentld quy dinh tai
Muc 1.
ewalletToken String M Mfl duoc s1r1h I‘El kh} thuc hién lién ket vi dién tur
[30] gira TPP va ngan hang.

+ Error Code: Tham chiéu tai muc 7.2.1. Pinh dang phan hoi 13i va 7.2.2 Bang

ma3 16i

3.5. API Xac nhén nap vi dién tw

Endpoint /v1/submit-cash-in
Method POST
Scope EWLTS B

- Request Header:

BN

ac dinh “application/son" ‘

| Content-Type
- Authorization dinh dang; “Bearer + !
{access_token)™: theo tiéu chuan RFC ‘
. : 6750.

Authorization String M - Mi access_token duoc cdp theo quy
dinh tai muc 4.4 trong RFC 6749 (véi
grant_type la client_credentials).

- Ngay gi¢ thuce hién.
. . - Dinh dang: yyyy-MM-

Request-DateTime | Datelime M ddTHH:mm:ssZ (UTC DateTime). theo
tiéu chuan RFC 3339,

String Ma dinh danh duy nhat cho request.

Request-ID [60] M thuong ¢ dinh dang UUID.

String Dia chi IP cua khach hang. Gia tri nay

PSU-IP-Address [50] O | phai & dang IPv4 hotic IPvE,

Théng tin trinh duyét trong truémg hop
Stri khach hang sir dung ung dung web ciia

PSU-User-Agent [233]'% O TPP hodc cic théng tin khic trong
truong hop khach hang st dung tng
dung khac cua TPP. ]
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R e
Provider-ID String [8]| M g’llshd;llh 1\23:}11 f?fla Ngan hang duoc quy
TPP-ID S[ti'lsn]g M I\r\ﬁi flﬁh danh cua TPP iUM

Client-ID S[t;iorﬁg O | Giatri client id duoc néu tai Muc 1.
IWS-Signature " String M | Chirky JWS theo quy dinh tai Muc 1. |

- Request Body:

Str L ’ ‘\ i c d ' doN gan hang cung cap cho
paymentld 35} M TPP trong API Nap vi dién to muc 3.1.
p
Gia tri do Ngan hang sinh ra sau khi xdc nhin
String thanh cong trén Ung dung ctia Ngén hang trong
consentld [36] ¢ ludng Decoupled hodc xac nhan OTP thanh cdng
trong ludng OTP.
) String M3 duge sinh ra khi thue hién lién két vi dién ti
ewalletToken [30] M gifta TPP va ngén hang.
- Response Header:
Content-Type String M Mic dinh “application/json”
: Gia tri duoc lay tir request header
Request-1D Strng M| rong API cuia TPP
. : Gia tri duoc léy tir request header
Request-Date Time String M wrong API cua TPP
JWS-Signature String M Chit ky JWS theo quy dinh tai Muc 1
- Response Body:

+ HTTP STATUS CODE 200 OK:

String

M Ma giao dich duy

gan hang Lung cap

paymentld [35] cho TPP trong API Nap vi dién tir muc 5.1.
: M3 trang thai cua giao dich. Theo ticu chuan
status String (4] cira SO 20022,
- Thoi diém cép nhit trang thai.
statusDateTime | DateTime | M |- Pinh dang: yyyy-MM-ddTHH:mm:ssZ

(UTC DateTime), theo tiéu chuin REC 3339.




+ Error Code: Tham chiéu tai muc 7.2.1.

ma 151 chung.
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5.6. API Lay trang thai giao dich

Dinh dang phan hé1 161 va 7.2.2 Bang

r

. Endpoint /vl/get-status-cash-in
| Method POST L -
@cope EWLTS

- Request Header:

Content-Type ' Strig ™M a dinh “plication/son )

- Authorization dinh dang: “Bearer +
{access_token}™: theo tiéu chuin RFC
_ . 6750.

Authorization String M - Ma access_token duge cdp theo quy
I dinh tai muc 4.4 trong RFC 6749(véi
| grant_type 14 client credentials)

' - Ngay gio thuc hién.
: . - Dinh dang: yyyy-MM-

Request-DateTime | DateTime M d dTHH:mm:§sZ (UTC DateTime).

| theo tiéu chudan RFC 3339
. Ma dinh danh duy nhit cho request.
Request-ID String [60]) Mi thuong & dinh dgng UUID.
. Dia chi TP ctia khach hang Gia tr1 nay
PSU-IP-Address | String |50] | phéi & dang IPv4 hozc IPv6,
| Théng tin trinh duyét trong truong hop
Strin khach hang str dung ng dung web cua
PSU-User-Agent [200% O IPP hodc cac théng tin khac trong
truong hop khach hang s dung tng
dung khac cua TPP.
. String Hé dicu hanh trén thiét bj (may tinh/di

P5U-Device-08 [100] O | dong,...) cia khach hang,

. : M4 dinh danh ctia Ngan hang duge quy

Provider-1D String [8] M dinh tai Muc 1.

TPP-ID String [15] M ! Ma dinh danh cua TPP dugc quy dinh
| tai Muc 1.

Client-ID String [50] 0 Gia tri client_id dugc néu tai Muc 1.

JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1.

- Request Body:

paymentld

[35]

Ma giao

cho TPP trong API Nap vi dién tr muc 5.1.

dich duy nhat do Ngén hang cung cé

ewalletToken

String
[30]

Ma dugc sinh ra khi thuc hién lién két vi dién tir
gitra TPP va ngén hang.
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- Response Header:

ey TR T, E 0 A ‘”" 4 ‘ﬁ.x Thyo
o e 2 e B ek DA O
Content-Type String M ’ Mac dinh “application/json”
. Gia trj duge lay tir request header trong AP1
Request-1D String M ciia TPP -
[ Request-DateTime | String M Q1a tri dugc lay tir request header trong API
| | cua TPP
WS Signature | Sting | M| Chitky JWS theo quy dinh tai Myc |

- Response Body:
+ HTTP STATUS CODE 200 OK:

Ma glao d]Ch duy nhat do Ngan hang cung

paymentld S[tglsn]g M cép cho TPP trong API Nap vi dién tu muc
5.1
: Ma trang thai cua giao dich. Theo tiéu chuén
status String [4] M coa 1SO 20022,

- Théri diém cép nhat trang thai.

- Dinh dang: yyyy-MM-ddTHH:mm:ssZ
(UTC DateTime), theo tiéu chuin RFC
3339.

+ Error Code: Tham chiéu tai myc 7.2.1. Dinh dang phan hoi 16i va 7.2.2 Bang
ma 16i

6. Open API Riit tién ra khéi vi di¢n tur (diém ¢ khoan 1 Dicu 6)
- Ludng trién khai API Rut tién ra khoi vi dién tir (sau ddy goi la rat vi dién tir):

[‘n;—)] ' Bank Auth ‘Bank Open

statusDate Time | DateTime M

"E Server APl
- !
!
L SelectWiitdraw—— "1 2057 token (Chent credentils)—————
l 1
l !* - -2 1 Response aceess token-— -« - =,
1 ! .
| 3 POST iv1/cash-out —|
1 [
W- .32 Responsem........--.---L"L--.. eeabeair mmemiaees peses memsusessemersasoess s oa -3 1 Regponse cee e et w e eemead maren e e sasmemainas e - l}
|

Hinh 6: Ludng rit vi dién tir (EWLTS)

- M ti chi tiét ludng:

+ Bude 1: Sau khi ding nhép vao img dung cta TPP. khach hang thye hién yéu
cau rut vi dién ti.
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+ Buée 2: TPP thuc hién mdt yéu cdu Jay access_token theo tiéu chudn OAuth2.0
v grant_type la client_credentials (Chi tiét dwoc mo ta tai muc 4.4 trong REC 6749)
t&ri hé théng x4c nhan ctia Ngén hang.

+ Budre 2.1. Hé théng xic nhan cua Ngén hang kiém tra théng tin trong yéu cdu va
phan hdi cho TPP access_token.

+ Budce 3: TPP thuc hién gui yéu cAu rat vi dién tir toi Ngan hang theo API mo ta
duoi day.

+ Bude 3.1. 1é théng ctia Ngan hang phan hdi két qua cho TPP.

+ Bude 3.2. Ung dung ctia TPP hién thi két qua cho khach hang.

Endpoint /v1/cash-out
Method POST
Scope EWLTS

- Request Header:

Content—Typ ‘ 1 éc dinh “aplicaton/json'
| - Authorization dinh dang: “Bearer +
{access_token}’": theo tieu chudn RFC

‘ o : 6750.

Authorization String M - Ma access token duoc cap theo quy
dinh tai muc 4.4 trong RFC 6749(van
grant_type la client_credentials).

- Ngay gio thue hién.
) . - Binh dang: yyyy-MM-

Request-DateTime | DatcTime M ddTHH:mm:ssZ (UTC DateTime). theo
tiéu chuan RFC 33369.

String Mi dinh danh duy nhat cho request.

Request-ID [60] M | {huomg & dinh dang UUID,

String Dia chi IP cua khach hang. Gia tri ndy

PSU-IP-Address (50] © hai & dang IPv4 hodc IPV6.

Thdéng tin trinh duyét trong trudng hop
String khach hang sir dung ung dung web cua
PSU-User-Agent 0 00[13 O | TPP hoic cdc théng tin khac trong
- truomg hop khach hang su dung ung
dung khac cua TPP.
. String Hé didu hanh trén thiét bi (may tinh/di

PSU-Device-O8 | 0] O | 4ong....) ciia khach hang,

: . Ma dinh danh cua Ngan hang duoc quy

Provider-1D String [8] M dinth tai Mue 1.

TPP-ID String M M3 dinh danh ctia TPP dugc quy dinh tai

[15] Muc 1
Client-ID S[tglon]g 0 Gia tri client_id dugce néu tai Muc 1.




JW§ Signature

String

- Request Body:

String

Ma gla d1c d TPP kh

instructionldentification 150] M 20
remittancelnformation ?;rslrsli% M | N§i dung giao dich
instructed Amount Object M | Théng tin s6 tién giao dich
value Number | M | Sé tién gizo dich
Loai tién t& quy dinh thco ma
currency | String [3] | M | cua by ISO 4217 véi 3 kv
viét hoa.
- Ngay thuc hién giao dich. -
Dinh  dang: yyyy-MM-
requestedExecutionDate DateTime | M | ddTHH:mm:ssZ (UTC
DateTime), theo tiéu chuan
RFC 3339,
String l\fllﬁ dg‘oc sjnh ra khl thL_rc
ewalletToken [30] M | hién lién két vi dién (ur gitra
TPP va ngdn hang
additionalInfo Object | O | Théng tin bd sung (néu cd)

- Response Header:

“Content-Type | String | M | Mic dinh “application/json"”
: Gia tri duoc lay tir request header trong API
Request-1D String M cia TPP |
Request-DateTime | String M Gﬂla tri dugce ldy tir request headcer trong API
cua TPP
JWS-Signature String M Chir kv JWS theo quy dinh tai Muc 1
- Response Body:

+HTTP STATUS CODE 200 OK:

Ma trang tha1 cua giao dich. Theo tiéu

e E"‘? ﬂ\;-v"n-: -u- ;

?:g 2

status String [4] M chuén cta I1SO 20022.
- Thoi diém cp nhat trang thai.
statusDatelime DateTime M - Binh dang: yyyy-MM-

ddTHH:mm:ssZ (UTC DateTime). theo
tiéu chuan RFC 3339,
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+ Error Code: Tham chiéu tai muc 7.2.1. Dinh dang phan h6i 161 va 7.2.2 Bang ma 1ai
chung.

7. Mi 16i

7.1. Ma 16i ludng ldy ma truy cip cia khich hang.

7.1.1. M4 16i APT xdc nhin va liy sy dong ¥ ciia khich hang

Trudng hop tham sb “redirect _uri” thiéu hodc khong khdp dudng din ma TPP da
dang ky v&i Ngan hang. Ngéin hang can diéu huong khach hang t6i trang thang béo 16
va mb ta rd 18i cho khach hang,

Trudng hop 161 nhu kbach hang, tr chdi ddng v hodc 161 & day khong lién quan dén
dudmg dan diéu hudng *“redirect_uri” thi Ngén hang s& thong béo cho TPP bing cach
thém cac gid tri. tham s & bang bén dudi vao duong dan redlrect uri™:

M3 161 do hé théng tra vé. Danh sach ma 16i duge
error String | M |p dung dua trén tiéu chuan OAuth 2.0. Duoc liét
ké & béng mai 16i

Cung cap théng tin b6 sung. duoc st dung dé hé
tro TPP hiéu 16i da Xay ra.

state String | M Gid tri tir request ctia TPP.,

error_description| String | M

Request b1 thiéu tham s6 bat buoc hoéc

1 [INVALID REQUEST tham s6 khéng hop 1€, khong dung dinh
dang.
2 |UNAUTHORIZED CLIENT TPP khong dugc phép yéu cdu lay mi

dong v bang phuong phap nay

Chi so hitu tai nguyén hodc may chu lay]

su dong y da tir chdi yéu cau.

4 |UNSUPPORTED RESPONSE TYPE May chu lay su dong v khéng hé trg lay
- - ma dong ¥ bang phuong phap nay.

Pham vi scope duge yéu cau khéng hop

3 |ACCESS DENIED

5 |INVALID SCOPE l¢. khong xac dinh hodc khong ding dinh
dang.
May chul ldy sy ddng v da gdp phai mét
6 |SERVER_ERROR tinh trang khéng mong mudn khlen no

khong thé thyc hién duoe véu clu,

May chu ldy sy dong y hién khéng thé
7 |TEMPORARILY UNAVAILABLE xuly yéucdudo may chu tam thoi bi qud
tal hodc bao tri.

7.1.2. Ma 16i API Lay ma truy cip

M4y chua xac nhén va lav su déng vy tra vé m3 13i HTTP 400 (Bad Request) cho
TPP kém theo chi tiét cac 181 dudi day va cic 16i nay duge tham khao dua trén muc "5.2
Error Response” ctia tidu chudn RFC 6749;

Dinh dang ma 15i:
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M 15 do he_: thong tra \{e. Danh sac.h ma 101 du(;c ap
error M dung dya trén tiéu chudn OAuth 2.0 dugc liét ké o
bang ma 161.
error_description 0 Cung cap t:hlﬁnig ti1n bb sung, dugc stir dung dé ho tro
TPP hiéu 101 da xay ra.
URT xdc dinh trang web ma con nguci co thé doc
error_uri 0O duge cung véi thong tin v& 181, duge st dung dé cung
cAp cho théng tin bd sung vé 16i.

Bang ma loi:

400 [INVALID REQUEST ham s lxhong hgp le, khong dung dmh
dang.
400 LINV ALID CLIENT Xa}c nhz,in thong tin tmg dung khach khong
| - thanh cong.
400 #UNAUTHORIZED CLIENT TPP khdng duge phép st dung ma loal
- truy cap nay.
Pham vi scope dugc véu cau khong hop &,
400 [NVALID SCOPE khong xdc dinh hodc khong dung dinh
dang.
‘ 14
400 UNSUPPORTED GRANT TYPE fr,gm cap quy én khong duoc may chu ho
L ).

7.2. M 16i APT khic trong phu luc nay

7.2.1. Dinh dang phan hdi 15i

Trong trudong hop c6 181 xay ra thi hé théng ctia Ngén hang can tra vé ndi dung
trong body phan hoi theo bang dudi déy:

d Siri M M3 10i tra vé va T'P ode thm chiéu tai muc
code tning 7.2.2 Bang ma 13i chung
description String M  [Thong tin bd sung thém chi tiét ve 16i

7.2.2. Bang ma 16i chung

400 | ACCOUNT ID REQUIRED | Dit liéu trudng accountld khéng dugc rong
400 | ACCOUNT NOT EXISTED | Tai khoan khdng t6n tai
L400 CONSENTID NOT EXIST

ED consentld khong tdn tai




P

-l-t! L

1T e e
P T

% T
S A

e

L o
-

O < .
Ve dmie

CREDITOR_ACCOUNTID_ | Dit li¢u truromg creditor accountld khong dugc

400 REQUIRED | rdng \
’700 CREDITOR_ACCOUNTID_ | creditor accountld khdng ton tai T
| NOT EXISTED j '
400 CREDITOR_BANKCODE_ | Dir liéu truomg creditor bankCode khéng dugc |
REQUIRED rong
400 EERSDITOR‘NAME—REQUI D ligu truomg creditor name khon g duoc rong
400 SEB};?I%T%SCOUNTID—N | debtor accountld khéng tén tai
400 | DEBTOR_ACCOUNTID R ( Dir ligu trudmg debtor accountld khéng duoﬁ
EQUIRED | T0ng B
400 ESBTOR—NAME*REQUIR Dir liéu truong debtor name khong duge ring
I
@_ ?;VE%%%EOKEN i& liéu trudong ewallEtTokcn khéng droc rc:in%J
400 i}hé?EIL)ETTOKEN_NOT_E | ewalletToken khéng t6n tai |
400 | EXPIRE_CONSENTID consentid di hét han
400 | FROMDATE INVALID Dir liéu trudng fromDate khong hop 1é
400 | FROMDATE REQUIRED | Dt liéu truomg fromDate khong duoc réng J
| 400 INSTRUCTED_AMOUNT_ | Dg ligu truomg instructed Amount currency
CURRENCY INVALID , khéng hop 1é
400 INSTRUCTED_AMOUNT _ | Dix ligu truong  instructed Amount currency |
CURRENCY REQUIRED khéng dugc rong
400 INSTRUCTED_AMOUNT _ | Dix liég_ truong instructed Amount value khéng
VALUE REQUIRED duoc rong
400 INSTRUCTION IDENTIFIC l Dt li¢u truong instructionldentification khong
ATION REQUIRED | duge rong ]
JWS_SIGNATURE_REQUI [ Dt ligu trudng JWS-Signature khong dugc
400 x
| RED | rong - j
400 | PAGE_INVALID | D liéu truong page khong hop 16
400 | PAYMENTID REQUIRED ' Dg liéu truong paymentld khong duoc rong
400 ESYMEI\ HD_NOT_EXIST | paymentld khéng tén taj
400 | PR OVIDER_ID REQUIRED gﬁ;iéu truong Provider-I1D khéng khong duoe
400 PSU_IP_ADDRESS INVAL | Dt ligu truong PSU-IP-Address khéng hop 18 |
ID (Truong hop 6 dit lidu) B
400 REMITTANCE INFORMA “ Dir li€u trudng remittancelnformation khéng
TION REQUIRED | duoce rong
REQUEST_DATETIME RE | Dit liéu trudmg Request-Date Time khéng duoc
400 = - x
QUIRED ‘ rong




ey ,:
v ¥ aa'«u.f ;

400 QUEST D REQUIRED E)lrllgheu truong Requeqt 1D khong khong ducvc
400 REQUESTED_EXECUTION | D ligu truong requestedExecutionDate khon;, ‘
DATE REQUIRED ~dugce rdng |
400 | SIZE_INVALID | Dit liéu trudng size khong hop lé
] _ - .
400 | TODATE_INVALID | Dt ligu truong toDate khéng hop 1€
400 | TODATE _REQUIRED Dit liéu truomg toDate khong dugc rong
400 | TPP ID_REQUIRED ]r)oer1 gheu truong TPP-ID khéng khong dugc
400 | TPP_UNVERIFIED TPP chua duoc xac nhan
400 | OTHER Loi kkiac lten qua}n ‘F01 yéu cau AP tir phia TPP
| do ngén hang md ta.
401 | EXPIRED_TOKEN "OAuth 2 token d hét han ]
|
401 TWS_SIGNATURE_UNVER | TWS-Signature x4c nhan thét bai

| TFIED.
\
403 | FORBIDDEN Ma théng bao OAuth hop 1é da duge nhan,
\ nhung quyén truy cdp da bi chou,
405 | WRONG_METHOD Sai phuong thire HTTP.

May chu gap phai tinh trang khong mong mudn ‘
500 | INTERNAL_ERROR ‘ khién né khdng thé thuc hién yéu cau.

500 (B AD GATEWAY May chu nhén dugc phan hoi khong hop 1 tir |
- may chu dich.

B - May chu khong nhan dugc phan ho1 tir may
504 | GATEWAY_TIMEOUI chut dich dé hoan thanh yéu cau.

[ L5i khac lién quan tGi may chu xu ly yéu cau
BOETHER \ API do ngén hang mé ta.
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—
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T Loai tiéu chuan 2 2
T chuan tiéu chuan ap dung
International Bat budc ap
IS0 4217 OrganYzation for dung

Standardization 4217

Bit budc ap
RFC 3339 Date and Time on the dung
Internet: Timestamps

3 | Tiéu chuin an toan thong tin

The OAuth 2.0 - Bat budc ap
RFC 6749 Authorization dung theo tiéu
Framework chuan RFC
6749. RFC
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uthorization
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RFC 6750 Framework: o
- C6 the két hop
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Ngan hang
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An toan ti Protocol Secure dung
39 n toan tang
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lén' Security version 1.2+ dung

! Khuvén nghi 4p dung mTLS.
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