SAO Y; Bo Khoa hoc va Cong ngh¢; 31/12/2025; 19:13:39; +07:00

BO KHOA HQC VA CONG NGHE  CONG HOA XA HOI CHU NGHIA VIET NAM
Die lip - Ty do - Hynh phiic

$6:50 /2025/TT-BKHCN Ha Ngi, ngay MM thang 48 nam 2025

THONG TU
Ban hianh “Quy chuiin ki thudt quie gia vé véu ciu ddi véi
dich vy chitng thye chii ky s6 cng cfng”

Céin cir Ludit Giao dich dign nir s6 20/2023/0H1 5;
 Cén et Lugit Tiéu chudn va quy chudn ki thugt 56 68/2006/0H 1 1, dpe sira
doi, b sung bai Ludt 56 35/2018/0H 14 va Ludt sé 70/2025/0H15;

Cén cit Nghi dinh sé 23/2025/ND-CP ngay 21 thang 02 nam 2025 m:"
Chink phui quy dinh vé chir kv dién tir va dich vu tin ey he G ( fifhas”

Céan cir Neghi dinh s6 ”?f}ﬂﬂ?x’Hﬂ-CF ngﬂ_],-' 01 thing 8 nam 2007 &i 4
Chinh phi quy dinh chi tiér thi hanh mét 56 diéu c:':m Lugt Tiéu chudn va g 7
chudn kf thudt duge sira doi, bé sung bai Nehj dinh sé 78/2018/ND-CP;

Cén cik Nghi dinh sé 55/2025/ND-CP ngay 02 thang 3 ndm 2025 cia Chinh
phit quy dinh chite néing, nhiém vy, quvén han vé o edu 1 chike ciia Bé Khoa hoce
va Cang nghg,

Theo dé nghi cia Gidm déc Trung tam Chitg thiee dién tir quae gia;

Bi trucmg Bg Khoa hoc va Cﬂﬂg ngh¢ ban hanh Thing tu ban hanh ' wa
chudn kf thudt quée gia vé yéu cdan doi véi dich v chimg thiee chit ky 6 cong edng ™

ﬂiéu 1. Ban hanh kém theo Théng wr ndy Quy chudn k¥ thudt quéc gia vé

yéu cdu ddi véi dich vy chimg thue chir ky sb cong cdng (QCVN
1372025/ BKHCN).

Piéu 2. L{ trinh dp dung

Trir trirémg hop 16 chire cung cip dich vu chimg thue chir ky sb cfng cong
lra chon dp dung quy dinh cda Luft Giao d]r:h dién tir s6 20/2023/QH1S, céc td
chire cung cip dich vu chimg thr.m chir ky 50 cong cdng dang hoat déng hop phép
co trach nhiém ri sodt, ning cdp hé thing théng tin va d8i ngd nhén lye quan ly
va k¥ thufit dép img quy dinh tai QCVN 137:2025/BKHCN trude ngay 10 thing
4 ndm 2027,

Diéu 3. Hi¢u lye thi hiinh
L. Théng tu niy c6 higu lyc thi hinh ké tir ngay 01 thang 7 nim 2026.




2. Cdc quy dinh dudi diy hét hidu lye thi hanh ké tir ngay Théng tr ndy cé
higu lyrc thi hanh:

a) Théng trs6 06/2015/TT-BTTTT ngay 23 thing 3 nim 2015 ciia B tnrémg
Bj Théng tin va Truyén théng quy dinh danh muc tiéu chudn bt bude ép dyng ve
chir ky 6 va dich vy chimg thyre chix ky s0;

b) Théng tu s& 16/2019/TT-BTTTT ngdy 05 thing 12 nfim 2019 cia Bé
trudng Bo Thc":-ng tin va Truyén thong quy dinh dmh myc tiéu chufn bit bude dp
dung vé chir k}r 50 va dich vu chimg thue chit ky 56 theo mé hinh ly 56 trén thiét bj
di dong va kv so tir xa.

Dicu 4. Pi¢u khodn chuyén tiép
Hé so dé nghj cép Gidy phép cung cip dich vu chiing thuc chix ky sé céng
cong da nop cho co quan nha nude c6 tham quyén nhung dén ngdy Théng tr nay
co higu lyre thi hinh chua duge cép gidy phép thi duoc tiép tue 4p dung quy dinh
ctia Thong tr s6 06/2015/TT-BTTTT va Théng tu sb 16/2019/TT-BTTTT.
Piéu 5. To chire thye hién
L. Giam déc Trung tim Chimg thue dién tr quéc gia cd trich nhiém té chirc |
hurémg din trién khai thie hién Théng tu niy. 4
2. Céc 14 chire, ¢4 nhén cd lién quan chiju trdch nhidm thi hanh Thdng tur nay.
3. Trong qua trinh thyue hién, néu phit sinh vurdmg mée, co quan, td chirc,
cd nhén kip théi phan éanh bing vén ban vé By Khoa hgc va Céng nghé (Trung
tim Chimg thue dién tir quic gia) dé nghién ctru sira doi, bo sung cho phi I:;rp.a’ﬁ/

Nai nhin: BO TRUONG

= Thi trdmg, e Phé Tha tdng Chinh phu;
= Cac B, co quan ngang B, co quan thudc Chinh phi;
- UBND cie tinh, thinh ph trre thude TW; -

« & KHCM cae tinh, thanh phn ln;rl.': T.Imi:u: T‘W

chinh {BS Tu phip);

- Clng b, Chng thong tin dign vr Chinh pha;

- B KHCN: Bd trudmg vi eie Thir tneimeg,
cac cor quan, dom v thude Bi;

- Cing théng tin dién tr B3;

- Lanu: VT, NEAC.
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QUY CHUAN KY THUAT QUOC GIA
VE YEU CAU BOI VO DICH VU CHIPNG THU'C CHIF KY S0 CONG CONG

NATIONAL TECHNICAL REGULATION ON REQUIREMENTS FOR PUBLIC
DIGITAL SIGNATURE AUTHENTICATION SERVICES

1. QUY DINH CHUNG
1.1. Pham vi diéu chinh

Quy chudin nay quy dinh cac yéu clu dbi véi dich vy chimg thue chir ky sb céng cng,
yéu cau vé quy trinh van hanh va kidm soat déi véi td chire cung cp dich vy chirmg
thire chir ky st céng cdng bac gbm:

- Dich vy chirng thire chir ky 56 cong cong theo md hinh ky sb trén cac phurong tién
I khia bi mat bang thiét b phan cing;

- Dich vy chirng thye chir ky sd cong cong thea ma hinh tir xa;

- Dich vu chimg thirc chir ky so cdng cfng theo md hinh ky s& trén thiét bi di ddng.
1.2. B6i twong ap dung

Quy chuan ndy duwge dp dung cho T chire cung cdp dich vy chikng thue chiv ky 86
ebng cdng; Té chirc cung cép dich vu chimg thuc chir ky dign t nwée ngoai aé nghi cang
nhén tai Viét Nam va céc td chirc, ca nhén cd lign quan dén hoat déng cung cép dich
vig chirng thire chir ky st cong cong tai Viét Nam

Quy chuan nay khéng &p dung cho Té chirc cung cép dich vu chirng thie chir ky sé
chuyén ding cdng vu.
1.3. Tai lidu vién din

(1] |ETF RFC 5280: Internet X.508 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile

[2] IETF RFC 6860: X.509 Internet Public Key Infrastructure Online Certificate
Status Protocol - OCSP

[3] ISO/NEC 15408: Information security, cybersecurity and privacy protection -
Evaluation criteria for IT security (parts 1 to 3)

[4] [ISONEC 8584-8 /Recommendation ITU-T X.509 : Information technology -
Open systems interconnection - Part 8: The Directory: Public-key and attribute
certificate frameworks™

[5] FIPS PUB 140-2: Security Requirements for Cryptographic Modules
[6] FIPS PUB 140-3: Security Requirements for Cryptographic Modules

[7] FIPS PUB 202: SHA-3 Standard - Permutation-Based Hash and Extendable -
Output Functions

[8] FIPS PUB 180-4; Secure Hash Standard
[8] FIPS PUB 187: Advanced Eneryption Standard




[10]
[11]
[12]
[13]

[14]

[15]

[16]

[17]
[18]
[19]
[20]

[21]

[22]
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EN 410 221-5:2018: Protection Profiles for TSP Cryptographic modules - Part
5: Cryptographic Module for Trust Services requirements

EN 419 221-1:2018: Trustworthy Systems Supporting Server Signing - Part 1:
General system security requiremeants

EN 418 221-2:2018: Trustworthy Systems Supporting Server Signing - Part 2;
Protection Profile for QSCD for Server Signing

ETSI EN 318 401 Electronic Signatures and Trust Infrastructures (ESI);
General Policy Requirements for Trust Service Providers

ETSI EN 318 411-1: Electronic Signatures and Trust Infrastructures (ESI);
Policy and security requirements for Trust Service Providers issuing
certificates; Part 1: General requirements

ETSI TS 118 431-1: Electronic Signatures and Trust Infrastructures (ESI);
Policy and security requirements for trust service providers; Part 1: TSP
services operating a remote QSCD / SCDev

ETSI TS 119 432: Electronic Signatures and Infrastructures (ESI); Protocols
for remote digital signature craation

ETSITR 102 203: Mobile Commerce (M-COMM); Mobile Signatures; Business
and Functional Requiremants

ETSI TS 102 204: Mobile Commerce (M-COMM); Mobile Signature Service;
Web Service Interface

ETSI TR 102 206: Mobile Commerce (M-COMM); Mobile Signature Service;
Security Framework

ETSI TR 102 207: Mobile Commerce (M-COMM); Mobile Signature Service;
Specifications for Roaming in Mobile Signature Services

TCVN 8708 (ISONEC 15408): Cang nghé thang tin — Cac k§ thuét an toan -
Cac tiéu chi danh gia an toan cong nghé théng tin

{Commaon Criteria for Information Technology Security Evaluation)

;{ETE?samfzuu?: Céng nghé thang tin - Ky thuat mat ma - thuat toan ma dor
ey

1.4. Giai thich ti» ngiy
1.4.1. Mé hinh ky s6 trén céc phwong tién lwu khéa bi mat bing thiét bj phin
elrng: M3 hinh ma khéa bi mat cla thué bao dwoe tao va Iuu trir hodn todn trong thiét
bi phan climg (USB token, thé thdng minh hodc thiét b trong drong) do thué bao tric
tiép sd& hiu va kigm sodt vt Iy

1.4.2. Mé hinh ky s6 tir xa: Mb hinh ma khoéa bi mat cda thué bao dwoc tao vé leu
tri tal hé thong cla td chire cung cép dich vy chirng thye chir ky sé cdng cbng, viéc
tao chi ky sb dwoc thirc hién tir xa theo Iénh cda thué bao théng qua co ché xdc thue
va Uy quyén nghiém ngat.
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1.4.3. M& hinh ky sé trén thiét bj di déng: M& hinh ma khoa bi mat cia thué bac
dwoe vy trl va sl dung G& tao chir ky sb tripe tiép trén thiét bj di ddng cia thué bao

(thurérng théng qua thé SIM cd tich hgp chitc ndng mét ma hodc thanh phan bao méat
twong duong).

1.4.4. Thiét bj bao mat phidn cing: Thiét bj phdn cirmg chuyén dung (Hardware
Security Module) ding dé tae, lu triy, quan Iy va bdo vé khda mat ma, dap ng cac
yé&u cAu bdo mat cao.

1.4.5. Thiét bj mét ma, lvu khda: Thiét bj phan clrng duroc sl dung dé lwu trd va
thure higén cac thao tAc mat ma lién quan dén khéa bl mét cda thué bao.

1.4.6. Hé théng quén Iy khéa bi mat, chirng thw chir ky sé va tao chi ky sb cia
khich hang: Hé thdng ciia té chirc cung cp dich vu chivng thure chir ky sb céng cdng
thea md hinh ky s6 tir xa, thue hign viéc tao, luru trir khda bi méat va tao chir ky sd thay
m&t thué bao theo lénh cda thué bao.

1.4.7. The SIM: The nhan dang thué bao di dfng co tich hep applet mat ma hodc
thanh phan bdo mat, duroc st dung lam phuceng tién leu trlr khda bi mat va tao chiy
ky 56 trong mé hinh ky s6 trén thiét bj di déng,

1.4.8. Thué bao: Ca nhan hoac td chirc dugc t chire cung cép dich vy ching the
chi ky sb cong cong cap chirng thu sé va s dyung dich vu chir ky sé,

1.4.9. Kiém todn k§ thuét: Hoat ddng danh gia dbc 1ap, khach quan ddi vivi ha théng
théng tin, quy trinh cung cép dich vu nhdm xac dinh viéc dap (rng tidu chudn ki thuat
bat budc ap dung, quy chudn ki thuat, yéu cdu k§ thudt cda chir ky dién ti bdo dam
an toan, chirng thw chir ky dién td bdo ddm an todn, chi¥ ky s, chirng thur chir ky sb
va dich vu tin cdy. Trong dé, tidu chudn ky thuat bat budc ap dung khi dugce vign din
trang quy chuan k¥ thudt hodc van bén quy pham phap ludt.

1.4.10. To chirc kiém toan kj thudt: T4 chic chirng nhan dwoc chi dinh theo quy
dinh clia phap luét vé tigu chudn, quy chudn ki thuat, chit lrgng sén phdm, hang héa.

1.5. Chir viét tat

CA Certification Authority T6 chirc chirng thye

cP Cartificate Policy Chinh sach chirng thw

CPS Certification Practice Statement Quy ché chimg thyc

CRL  Certificate Revocation List Danh séch chirng thuw bi thu héi
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EAL

ECDSA Elliptic Curve Digital Signature Algorithm

ETSI

FIPS

HSM

IETF

ISOMEC Standardization /

LDAP
QCSP

PKCS
PKI

RFC

RSA
SHA
TSP
uTc

X.509

Distinguished Name

Ewvaluation Assurance Leve|

European
Standards Institute

Federal
Standards

Information

Hardware Security Module

Internet Engineering Task Force

International Organization

Electrotechnical Commission

Lightweight Directory Access Protocol

Online Certificate Status Protocol

Public-Key Cryptography Standards
Public Key Infrastructure
Registration Authority

Request for Comments

Rivest—Shamir-Adleman
Secure Hash Algorithm
Trust Service Provider

Coordinated Universal Time

ITU-T Recommendation X.509

International -
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Tén phan biét (trong dinh danh
X.508)

Cép 68 dam bdo danh gid (trong danh
gia an toén thang tin ISOAEC 15408)

Thuat toén chir ky sé dwéng cong
Elliptic

Telecommunications Vién Tigu chudn Vign théng Chéau

Au

Processing Bo tiéu chudn xir Iy théng tin lién

bang Hoa Ky

Thiét bi bdo mét phan cimg (thiét
bi Iy va xi Iy khoa bi mat)

Nham cong tac k§ thudt Intermnet

T chire Tigu chudn héa Qubc té /
Uy ban K§ thudt dign qubc t&

Giao thirc truy cap the myc nhe

Giao thire kidm tra trang thai
chirng thur trirc tuyén

B4 tiéu chugn mét ma khéa cong khal
Ha tdng khéa céng khai
Té chire dang ky

Tai ligu tiéu chudn k§ thugtdo IETF
ban hanh

Thuat toan mat ma khoa cng khai
Thuét todan bdm an todn

Té chire cung cép dich vu tin cdy
Gitr Phil hop Qubc té

Khung chudn cho chirng thu s8
trong hé théng PKI

2. QUY DINH KY THUAT

2.1. Yéu cau ki thuat

2.1.1. Yéu céu ddi véi mit ma va chiv ky sé

Sir dung cac ki thuat mat ma theo quy dinh tai Bang 1:
Bang 1- Yéu cdu vé ki thuat mat ma

-
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Qutput Functions

Loai Tigu chuin tham chiéu Quy dinh p d
u
Yéucdu [ Ky higu Tén tidu chudn RN
PKCS #1 RSA Cryptography | - AP dyng mét trong hai tiéu
(RFC 3447) | Standard chuén.
- Béi véi tigu chuan RSA;
Fv— Public Key + Tdi thidu phién ban 2.1,
phi 88 EH::Z?;? g:ym?g;:' Sl I Ap dung lege db RSAES-
Xng V8 | w0 s | Industry: The Elliptic | 5Q§§m".fss o M
chit ey sb |2 Curve Digital y
Signature Algorithm | + D& dai khda tdi thidu 1a 2048
(ECDSA) bit
- Db voi tidu chudn ECDSA:
dd dai khoa tbi thidu 18 256 bit
Céng ngha thdng tin -
TCVN | K thudt mat mé -
Mat ma | 7816:2007 ::"Egt todn madr iBu | &y gung mét trong hal tigu
déi xirng 1 chudn
Advanced Encryption
FIPS PUB 197 it
FIPS PUB Secure Hash ,'El.p dl.ll'lﬂl mdt trong cac ham
180-4 Standard bém sau:
SHA-258,
| EHA"EMF
Yéu clu -
cho ham SHA-3 Standard: | SHA-512,
bam FIPS PUB 202 | Permutation-Based | HA-D12/224,
Hash and Extendable- | SHA-512/256,

SHA3-224, SHA3-256, SHA3-
384, SHA3-512, SHAKE128,
SHAKE256

2.1.2. Yéu ciu dbi véi théng tin, di ligu
Binh dang thong tin, di¥ ligu dap (mg cac quy dinh tai Bang 2
Bang 2 - Yéu cau vé thong tin div liéu

Loai
Yéu cau

Tiéu chudn tham chiéu

Quy djnh ép

Ky hidu

Tén tidu chuan

dyng

Binh dang ching
thw chir ky sé va | RFC 5280
danh sdch thu héi |

Internet

X509 Public Key
Infrastructure Certificate and

8
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chimg thu chir ky Certificate Revocation List (CRL)

50 Profile

Ca oo ong | PRCS7 | ot oskag 5 g 1.
Er?ﬁ];hr?épn :uang tln.:l:'i‘:::s ;?:3}_ ;gv:dt:::ﬂy Information Syntax | oo e g o
Ca phap yéu chu | PKCS#10 | Cedification Request Syntax Phién bin 1.7

chimg thire (RFC 2986) | Standard

Giao dién giao

i Phié ba
tidp véi cac thé | PKCS #11 Cryptographic token interface n n

mat ma

standard 2.20

Cu phap trao doi
théng tin ca nhan

pKos g12 | Fersonal Information Exchange

Syntax Standard Phién bén 1.0

2.1.3. Yéu cdu dbi véi chimg thw chiv ky sé
Chirng thw chir ky 50 dap (rng cac quy dinh tai Bang 3:
Bang 3 - Yéu cau dbi véi chirng th chik ky 56

Loai

Tiéu chudn tham chiéu Quy dinh ap

Yéucdu | Ky higu

Tén tidu chuén dung

Chinh sach
chirng th chir | RFG 3647
ky 8

Internet  X.509 Public Key
Infrastructure - Certificate Policy
and Centification Practices
Framework

Lugc b Giao |
thire truy nhap | RFC 4523
thu myc

Lightweight Directory Access
Protocol {LDAP) Schema
Definitions for X.509 Certificates

RFC 4510

Lightweight Directory Access
Protocol  (LDAP):  Technical
Specification Road Map

i ) RFC 4511
Giao thirc truy

Lightweight Directory Access

nhap the mue
RFC 4512

Protocol (LDAP): The Protocol Ap dun%h.:. bén
n

tidu chu
Lightweight Directory Access
Protocol  (LDAPY: Directory

Information Models

RFC 4513

Lightweight Directory Access

Protocol (LDAP): Authentication

b= 5 a
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Methods and Security
Mechanisms
Giao thie
truyén, nhan
chirng thu chir Intenet  X.508 Public  Key ﬁﬁ cﬁnl?al mit
kj sbvadanh | RFC2585 | Infrastructure - Operational | (o8° ®L o8 ﬂ'ag
sach chirng Protocols: FTP and HTTP HTTP =
thir chix ky s
bij thu héi
Giao thire cho
kiém tra trang X509 Intemnet Public Key
thal chirng thu | RFC 6060 | Infrastructure Online Cerificate
chir ky sb truc Status Protocol - OCSP
tuydn

2.1.4. Yéu cau doi véri HSM va thiét bj mat ma, lvu khoa
Thiét bj HSM va thigt b mat ma, lwu khda phai dap (ng céc quy dinh tai Bang 4
Béng 4 - Yéu cau doi voi thigt bj HSM va thé méat ma

Lol Tidu chudn tham chiéu O
n
Yeucau | ky higu Tén Hau chudn i ke
i , .
:IEEPUE Security Requirements for
Cryptographic Modules
(t8i thidu mie 3)
:I.;:: E: 5 :EEEPUE Security Requirements for
| thides reat Crypiographic Modules Ap dung mét trang ba
| ma (i thidus e 3) tiéu chudn,
ma, lwu
khéa
EN 418221- | Protection Profiles for TSP
5:2018 Cryptegraphic modules -
ki thidu EAL Part 5: Cryptographic
f'm::'c ;] » Module for Trust Services
Token wva :LPGSEF e Security Requirements for
Smart card Cryptographic Modules
(k5i thigu mic 2)

10
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I:LZ?;U s Security Requirements for
i Cryptographic Modules
(ki thiéu mirc 2)

2.2. Y&u cau doi véi mé hinh ky 86 trén cic phwong tién lwvu khéa bi mét bing
thiét bj phén cing

2.2.1. Yéu céu vé quy trinh van hanh va kiém soat

Té chirc cung cip dich vy ching thure chir ky 84 céng cing theo mé hinh ky s trén
cac phuwong tién lvu khoa bi mat bang thiét bj phan cing phai trién khai céc bién phap
bdo dam quy trinh vén hanh va kiém soét cung cép dich vu d4p Ung céc quy dinh cla
tiéu chudn ETSI EN 318 411-1 (phién ban V1.4.1).

2.3. Y&u cau doi véi mé hinh ky sé tir xa

2.3.1. Yéu cdu doi v&i hé théng quan Iy khéa bi mat, chimng thw chir ky sé va tao
chir ky 56 clia khach hang

Hé théng quan Iy khéa bi méat, ch trng thir chir ky 86 va tao chir ky s6 clia khach hang
dap (rng cac quy dinh tai Bang 5

Béng 5 - Yéu cdu déi véi chirng thu chir ky sé

Loai Tiéu chuin tham chiéu Quy dinh
Yéu ciu Ky higu Tén tiéu chudn ap dyng
Electronic Signatures and
Giao thoe tao | ETSITS 118432 | infrastructures (ESI): Protocols | Phién ban
chi ky s6 for remote digital signalure V1.21
creation
Ung dung ky | Trustworthy Systems Supporting
trén may chi | EN 419241-1:2018 | Server Signing - Part 1: General
ky 56 system security requirements
Trustworthy Systems Supporting
Yéu cau cho | Server Signing - Part 2:
EN 418241-2:201
md dun ky 50 i Protection Profile for QSCD for
| Server Signing

2.3.2. Yéu cdu vé& quy trinh vin hanh va kiém sodt

Té chire cung cap dich vy chirng thue chir ky sb cong cong theo ma hinh ky sé tir xa
phdi trién khai céc bién phap béo ddm quy trinh v8n hanh va kidm soét cung cip dich
vy dap (rng cac quy dinh cla tiéu chudn ETSI TS 119 431-1 (&p dung phién ban
V11 1)va ETSI TS 119 431-2 (&p dung phién ban V1.1.1).

2.4. Yéu cau déi véi mé hinh ky sé trén thiét bj di déng

2.4.1. Yéu cdu dbi v&i chive ndng va giao dién
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Chirc ndng va giao dién cla Hé thbng ky sb trén thiét bj di ddng dap (ing céc yéu cau
guy dinh tai Bang 6:
Bang 6 - Yéu ciu dbi véi chive nang va giao dién

Loai | Tiéu chuan tham chiéu Quy dinh ap
Yéuedu | gy higu Tén tidu chudn dyng
Yéu cidu wve Mobile Commerce (M-COMM);
T 3 L
chirc nang, Enrzs Im;t Mobile Signatures; Business and ::"?r; i
nghiép vu Functional Requirements i
Giao dién dich | ETs(Ts | ovle  Commerce  (RCOMMY| gy pgn
wu Web 102 204 R e V114
Service Interface
| Mobile Commerce (M-COMM); . 2
Khung béio mat | S100 1R | \aovile Signature Servics; Securily | F et ban
102 206 V1.1.3
Framework
- - Mobile Commerce (M-COMM):
Thin i
tha étg ;:w &: ETSI TS | Mobile Signature Service; | Phién ban
ing 102207 | Specifications for Roaming in|V1.1.3
Mobile Signature Services

2.4.2. Yéu cau dbi vévi the SIM

Thé SIM phai dap &ng cac yéu cau tai Bang 7:
Bang 7 - Yéu cdu dbi vi thé SIM

Loai Tiéu chudn tham chiéu Quy dinh 46 d
Yéucdu | ky higu Tén tidu chun phias ol
ELE?EPUB Security Requirements for
| Cryptographic Modules
(i thidu miec 2) |
:TEPUE Security Requirements for
i ik Cryptographic Modules Ky sy bk 6 54
. i thiew midrc 2)
The S tidu chudn.
Céng nghe thong tin — Cac
TCWVN B709 ki thudt an toan — Cac tiéu
{ISONEC chi danh gia an toan cbng
15408) nghé théng tin
whithidueaL | (Common Criteria for
mirc 4) Information Technology I
Security Evaluation)
|
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2.4.3. Yéu cau vé quy trinh vdn hanh va kiém soat

T chive cung cap dich vu chieng thirc chir ky sd cdng cng theo md hinh ky s6 trén
thiet bj di d6ng phai trién khai céc bién phap bdo dam quy trinh van hanh va kiém soat
cung cép dich vu dép (rng cdc quy dinh cla tigu chudn ETSI EN 319 411-1 (ap dyng
phién ban V1.4.1).

3. QUY BINH VE QUAN LY

3.1. Phurong thire danh gid su phi hop dbi véi cac yéu clu tai myc 2.2.1, muc 2.3.2,
muc 2.4.3 cia Quy chudn thire hién theo phuong thire 6 (danh gid hé théng quan Iy)
theo quy dinh tai Théng tw 28/2012/TT-BKHCM ngay 12 thang 12 nam 2012 quy dinh
vé chng bd hop chudn, cing bd hop quy va phuong thirc danh gia sw phil hop véi
tiéu chuan, quy chuan ki thust v& Théng tu 18/2025/TT-BKHCN ngay 06 thang 10
n&m 2025 quy dinh kidém todn k§ thust véi chir ky dién to dich wu tin cay.

3.2. T8 chire cung cép dich vy chirng thie chir ky s6 cong cdng thude pham vi digu
chinh tai myc 1.1 thure hién cong bé hop quy theo quy dinh va chiu sw kidm tra cla cac
co' quan quan Iy nha nwée theo cac quy dinh tai Théng tu 28/2012/TT-BKHCN ngay 12
théng 12 ndm 2012 quy dinh vé& cong bd hop chudn, cdng bb hop quy va phuong thire
danh gia si phil hop véi tigu chudn, quy chudn k§ thuat, Thong tr 19/2025/TT-BKHCN
ngay 06/10/2025 quy dinh kiém toan k¢ thuat ddi vai chr ky dién tir va dich vy tin cay
va cac quy dinh hién hanh.

3.3. Phuong tién, thiét bi do: tudn thi cac quy dinh hién hanh cla phap luat vé do
lrémng.

4. TRACH NHIEM CUA TO CHUFC, CA NHAN
4.1, Tréch nhigm cda Té chivc danh gia su phi hop

4.1.1. Thue hién danh gia sy phi hop theo ding quy dinh clia Quy chudn nay va thyrc
hién céc nghia vu béo cdo két qua hoat ddng danh gia chirng nhan hgp quy dén Uy
ban Tigu chuén Do ludng Chét lwgng Quéc gia theo cac guy dinh hién hanh,

4.1.2. Luu trir hd so chirng nhén theo quy dinh tai Théng tw s6 03/2025/TT-BKHCN
ngay 15/5/2025 cda Bé trwdng Bo Khoa hoc va Cong nghé quy dinh théi han leu trl
ho s, tai lidu nganh Khoa hoc va Céng nghé

4.2. Trach nhiém cia T chire cung cdp dich vy chirng thyre chi ky sb céng cong
4,21, Tudn thi cac quy dinh trong quy chudn k§ thudt nay.

4.2.2. Lwu trlr ho so ching nhén theo quy dinh tai Théng tw s& 03/2025/TT-BKHCN
ngay 15/5/2025 cla B4 trdng Bo Khoa hac va Céng nghé quy dinh thari han leu tr
hé so, tai lidu nganh Khoa hoc va Cang nghé.

5. TO CHU'C THUC HIEN

5.1. Trung tdm Chimg thuc dién tir Qubc gia td chire trién khai hudng din va quén Iy
theo quy dinh cia Quy chudn ki thudt nay.

Can clr vao quy dinh quan Iy, Trung tdm Ching thyc dién td Qubc gia cd trach nhiém
dé xudt, kién nghj B4 Khoa hoc va Céng nghé stra d8i, bd sung ndi dung Quy chudn
Kk thuat nay,
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5.2, Trong trwéng hop cac quy dinh phap lut, van ban quy pham phap ludt vién dan
tal Quy chudn ki thudt nay co sira ddi, bd sung hodc dugc thay thé thi thyre hién theo
quy dinh tai van ban md&l. Trong truérng hop cée tidu chuan dwee vién din trong Quy
chuan nay co sur thay déi. b sunag, thay thé thi thire hign theo hwéng dan cla BS Khoa
hoc va Cong nghé.
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