TRA CHU KY SO

B§ truwong Bé Khoa hoc va Cong nghé)

KY THUAT VE CHU KY SO
G CHO PHAN MEM KY SO VA

/2025/TT-BKHCN ng&;ﬂ'?hdng?ndm 2025 cua

S6 TT

Loai tiéu
chuan

Ky hiéu tiéu
R
chuan

Tén day du ciia tiéu
>
chuan

Quy dinh dp dung

1. Tiéu chuén bdt budc dp dung cho chir ky sé, chitng thuw chiv ky sé trén thong diép div liéu
ding cho phan mém ky sé va phan mém kiém tra chiv ky so

v,

]

TCVN Cong nghé thong tin - Ky
i 7816:2007 | thudt mdt md thudt toan )
11 Mat ma doi ma dit liéu AES Ap dung mét trong
' xing hai tiéu chudn
FIPS PUB | Advanced Encryption
197 Standard
PKCS 4] RSA Cryptography -Ap dzmg mot trong hai
Standard tiéu chuan.
RFC 3447 ; ,
( ) - Doi voi tiéu chudan RSA:
+ T thiéu phién ban
2L
Mdt ma phi doi Public Key Cryptography | . Ap dung hwoe 46
1.2 | ximgva chit ky e s | RAES-OEPdémaihod
z Services Industry: The ‘ A
56 ASSA-
ANSI Elliptic Curve Digital s S A
X9.62-2005 | Signature Algorithm + B dai khda t6i thiéu la
(ECDSA) 2048 bit
- D6ivéi tiéu chudn
ECDSA: db dai khéa toi
thiéu I 256 bit.
Ap dung mot trong
ffo)s e Secure Hash Standard cdc ham bam sau:
= SHA-256, SHA-384,
el o SHA-512,
1.3 ?u Caf‘ i SHA-3 Standard. SHA-512/224,
ham bam FIPS PUB | Permutation-Based Hash | SHA-512/256,
202 and Extendable-Output SHA3-224,
Functions SHA3-256,
SHA3-384,
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SHA3-512,
SHAKEI2S,
SHAKE256
14 Cf phd{? tho:ng PKCS #7 Cryptographic Message Phién ban 1.5
diép mdt ma (RFC 2630) | Syntax Standard
Electronic Signatures
and Infrastructures
(ESI);
ETSI EN PAdES digital signatures,
319 142-1
Part 1. Building blocks
and PAdES baseline
signatures
Electronic Signatures
and Infrastructures
ETSI EN (ESI); PAdES digital Ap dung mét trong
319 142-2 | signatures; Part 2: hai bé tiéu chudn:
Alddmonal PAdES ETSTEN 319 142-1
signatures profiles Phién ban V1.2.1
o T D 1 t- | ETSIEN 319 142-2
15 |[CreBs0che 750 32000- pocth; ndmanagemen Phién ban V1.1.1
: PDF 1-2008 ortable document A
format - Part 1: PDF 1.7 | gose
Processes, data elements | 1SO 14533-3:2017
and documents in ISO 32000-1:2008
commerce, industry and
administration — Long- S n
ISO 14533- | term signature formats —
3: 2017 Part 3: Long-term
signature profiles for
PDF Advanced
Electronic Signatures
(PAdES)
1SO 32000- }lzocrw:;m; managelment -
22020 oriaole documen
format - Part 2: PDF 2.0
Chit ky sé cho | ETSTEN Electronic Signatures
1.6 XML 319 132.1 and Infrastructures Phién ban V1.2.1

(ESI); XAdES digital
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signatures; Part 1:
Building blocks and
XAdES baseline
signatures

ETSI EN
319 132-2

Electronic Signatures
and Infrastructures
(ESI); XAdES digital
signatures; Part 2:

Extended XAdES
signatures

Phién ban VI1.1.1

1.7

Chit ky 56 cho
CMS

ETSI EN
319 122-1

Electronic Signatures
and Infrastructures
(ESI); CAdES digital
signatures, Part 1:
Building blocks and
CAdES baseline
signatures

Phién ban V1.3.1

ETSI EN
319122-2

Electronic Signatures
and Infrastructures
(ESI); CAdES digital
signatures, Part 2:
Extended CAdES
signatures

Phién ban V1.1.1

ETSITS 119
122-3

Electronic Signatures
and Infrastructures
(ESI); CAdES digital
signatures; Part 3:
Incorporation of
Evidence Record Syntax
(ERS) mechanisms in
CAdES

Phién ban V1.1.1

1.8

Yéu cau doi
vdi phdn citng
HSM

FIPS PUB
140-2

Security Requirements
for Cryptographic
Modules

FIPS PUB
140-3

Security Requirements
for Cryptographic
Modules

- Ap dung mét trong
ba tiéu chudan.

- Déi véi cdce tiéu
chudn FIPS PUB
140-2/ FIPS PUB
140-3: Yéu cdu t6i
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EN 41922]-
5:2018

Protection Profiles for
TSP Cryptographic
modules - Part 5. -
Cryptographic Module
for Trust Services

thiéu mitc 3 (level 3)

Security Requirements

T FIPS PUB | Jor Cryptographic - Ap dung mét trong
Yéu cau doi 140-2 Modules hai tiéu chuan.
19 voi thé Token Tl Ot e
. = ; - Yéu cdu t6i thiéu
va Smart card FIPS PUB Security Reqmre..ments it Meveld)
1403 for Cryptographic
Modules
FIPS PUR Security Requtrer.nents :
140-2 for Cryptographic - Ap dung mét trong
Modules ba tiéu chudn.
: : - Doi vai cdc tiéu
FIPS PUB f;:gj;ﬁgg:ﬁe"ts chudn FIPS PUB
140-3 Nociiis 140-2/ FIPS PUB
Yéu c&u dé'l ]4Q-3 Yéu cau toi
e v6i thé SIM Cone el eitong tin - thiéu mitc 2 (level 2);
Cdc ky thudr an toan — - Déi vdi tieu chudn
TCVN 8709 Cdc tiéu chi danh gid an | TCVN 8709 (ISO/IEC
(ISO/[EC | foan cong nghé thong tin | 15408): Yéu cdu 16i
15408) (Common Criteria for thiéu EAL mirc 4
Information Technology | (level 4)
Security Evaluation)
Electronic Signatures
and Infrastructures
(ESI), Policy and
‘ ETSITS 119 | security relzqutreme.znts for Phitn ban V1.2.1
Yéu céu chinh | 431-1 trust service providers;
sdch cho Té Part 1: TSP service
chikc cung cdp components operating a
1.11 dich vu tao chit remote OSCD/SCDev
ky 50 cua
khéch hang Electronic Signatures
and Infrastructures
LT IS D (ESD; Policy and Phién ban V1.2.1

security requirements for
trust service providers,
Part 2: TSP service
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components supporting
AdES digital signature
creation

Electronic Signatures

Gido thitc § ETSITS 119 | gnd Infrastructures
iao thite tao
1.12 e F 432 (ESI); Protocols for Phién ban V1.2.1
chit ky s6 e !
remote digital signature
creation
Trustworthy Systems
Ur:tg du’ng ky EN 419241- Szfzpp.orting Server
1.13 trén may chu 1:2018 Signing - Part 1: General
ky s6 ' system security
requirements
i Trustworthy Systems
Yéu cdau cho i
! "0 | BN 419241- Slfpp'ortmg Server
1.14 mé dun ky so Signing - Part 2:
2:2019 ;
Protection Profile for
OSCD for Server Signing
Protection Profiles for
Yéu cdu doi TSP Crypt. hic
ouCar A | EN419221- i
1.15 véi phan cirng 52018 modules - Part 5:
HSM ' Cryptographic Module
for Trust Services
Giao thirc
truJ'zen, rhdn . Internet X.509 Public " e Gl
chirng thu chir Kb Befbusizuniuge Ap dung mét hodic ca
1.16 | kysévadanh | RFC 2585 2 i hai giao thitc FTP va
A Operational Protocols: HTTP
sy | FTP and HTTP
chit ky s6 bi
thu hoi
G_lfo sl X.509 Internet Public
Hem rea g Key Infrastructure
1.17 | thdi chitng the | RFC 6960 |2 _
B < B Online Certificate Status
A Rl ol b Protocol - OCSP
tuyén
118 | Pinhdang REC 5280 | Internet X.509 Public
chitng thu chit Key Infrastructure

Tet +84-28-3930 3279 * www.ThuVienPhapLuat.vn

T =

JAT

| FR W

A

T T



ky 56 va danh
sdch thu hoi
chirng thu chir

ky s6

Certificate and

Certificate Revocation
List (CRL) Profile

2. Tiéu chudn bit bujc

, X A - A A
dap dung cho phan mém ky so, phan mém

kiém tra chiv ky s6

Bé ky tw va ma

TCVN

TCVN 6909:2001 ** Cong

2.1 | héa cho tiéng nghé thong tin-Bé ma ky | Bt budc dp dung
5 6909:2001 = e

Viét tw tieng Viét 16-bit

Giao thit
22 | C0TME | RFC9110 | HTTP Semantics HTTP/I.1

duong truyén

Gifzo ihtfrc l')do The Tf.*ansport Layer Ap dung 161 thiéu TLS
23 mdt tang giao | RFC 5246 | Security (TLS) Protocol 12

vdn Version 1.2 '

3. Tiéu chuin khuyén nghi dp dung cho phan mém ky sé, phin mém kiém tra chiv ky so

B6 ks tur v méd American Standard Code
3.7 hc()')a STl asen Jor Information
Interchange
8-bit Universal
o5 Tfinh dién bo — Chc-?racter Set (UCS)/'
ky tu Unicode Transformation
Format
XML v1.0 Extensible Markup
(5th Language version 1.0
Ngé it di s s : o
G ng:u dinh | Edir ion) (Sth Edition) Ap dung téi thiéu
33 dang thong
e XML v1.0
diép dit liéu XML vl.1 :
(2nd Extensible Markup
Edition) Language version 1.1
Dinh nghia cdac | XML
3.4 lwoc do trong | Schema XML Schema version 1.1
tai lieu XML version 1.1
Trao doi dir XML Metad
35 |lieuddctarai | XMLv2.4.2 il

ligu XML

Interchange version 2.4.2
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180 32000- | Document management -
1:2008 Portable document
36 Dinh dang Jormar=Far 1. FDE 1.7 Ap dung 16i thiéu
' PDF PDF L7
Document management -
e Latg Portable d. ent
2:2020 e
format - Part 2: PDF 2.0
. The JavaScript Object
Dinh d.
2 ng ” g RFC 7159 | Notation (JSON) Data
Interchange Format
XML
Encryption | XML Encryption Syntax
Cii phap ma Syntax and | and Processing
héa va cdach xit | Processing
3.8 ly théng diép
dit ligu dinh | XML
dang XML Signature XML Signature Syntax
Syntax and | and Processing
Processing
Quan ly khoa
cong khai
XML Key M t
3.9 | théng diepdie | XKMS v2.0 b i
s Specification version 2.0
liéu dinh dang
XML
Chit ky 56 cho JSON Web Signature
3.10 RFC 7515
JSON (JWS)
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J H GIA TINH HIEU LUC CUA
[U/KY SO VA JINH HQP LE CUA CHU KY SO
\KY-SO; PHAN MEM KIEM TRA CHU KY SO
(Ban hénh kém theo Théng i 5642 /2025/TT-BKHCN ngapl thdngS ném 2025 ciia
B¢ truong Bé Khoa hoc va Cong nghé)

S6 TT

Yéu cau ddanh gia

Hiéu luc/hop 1

Quy dinh dp dung

Tinh hiéu luc ciia chitng thuw chit ky s6

L1

Thoi gian co hiéu luc cua chitng
thu chit ky so

- Thoi diém ky s6
ndm trong thoi gian
co hiéu luc cua
chitng thir chit ky so.
- Thoi gian co hiéu
luc cua chuing thu
chit ky 56 tinh tir thoi
diém Valid from dén
thoi diém Valid to.

- Chieng thu chit ky
56 khéng bi tam dirng
hodc thu héi tai thoi
diém ky sé.

Chitc néing bdt budc

;2

- Trang thdi chitng thie chit ky sé
qua danh sdch chitng thu chit ky s6
thu héi (CRL) dwgc cong bé tai thoi
diém ky s6;

- Trang thdi chitng thu chi ky sé
truc tuyén (OCSP) ¢ ché do truc
tuyén trong truong hop T6 chirc
cung cdp dich vu chitng thuc chit ky
56 c6 cung cdp dich vu OCSP.

- OCSP va CRL tudn
theo tiéu chudn néu tai
Phuluc I

- Truomg hop s dung
OCSP, phin mém phdi
duwoc s dung o ché do
triec tuyén.

- Truong hop s dung
CRL, CRL phai la
CRL mdi nhdt tai thoi
diém ky s6.

- Truong hop khong
thé kiém tra trang thdi
chieng thie chit ky s6
thong qua OCSP/CRL,
phdn mém phai hién

Chikc ndng bdt buée

fa
[,

|
wiy”
.
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thi canh bdo tuong
iing cho chii thé ky.

1.3

Thudt toan mdt md trén chirng thu
chit ky so

Cac thudt todn mat
md trén chitng thu
chit ky 56 tuan thi
theo quy dinh vé quy
chudn, tiéu chudn ky
thudt bdt budc dp
dung vé chit ky sé va
dich vu chitng thuc
chir ky s6 dang c6
hiéu luc.

Chike nding bdt budc

1.4

Pham vi su dung cua chitng thu
chit ky s6

Ching thir chit ky s6
duoc sur dung dung
pham vi trong cdc quy
dinh vé chit ky dién i
va dich vu tin cdy.

Chikc nang béit buéc

1.5

Muc dich s dung cua chitng thue
chit ky s6

Mouc dich sir dung
chitng thue chit ky s6
tai cdc trieong thong
tin Key Usage,
Extended Key Usage.

Churc nang tity chon

1.6

Cdc tuyén bé khdc cia Té chitc
cung cdp dich vu chitng thiee chit ky
56

Cdc tuyén bé khdc
khong ndm ngoai
pham vi Quy ché
chitng thuc ciia Té
chitc cung cdp dich
vu chitng thuc chit ky
56 tai muc Issuer
Statement.

Chirc nang tity chon

Tinh hop Ié ciia chit ky so

2.0

Théng tin vé chii thé ky

Kiém tra, xdc thue
dwoc ding thong tin
chil thé ky so trén
théng diép dir liéu

Chikc néng bt budc

2.2

Cdch thikc tao chit ky 56

Chit ky s6 duwoc tao
ra ding boi khéa bi

Chike nang bdt budc

AT+ Tet +84-28-3930 3279 * www.ThuVienPhapLuat.vn




mdt tiwong ung voi
khéa cong khai trén
chitng thie chik ky s6
theo cdc budc tai
diém d, khoan 1,

Diéu 6 Théng tw nay.
Chitng thie chit ky s6 kém theo Chiing thie chit ky s6 | Chikc nang bdt bugc
23 thong diép dit liéu c6 hiéu luc tai thoi
diém ky so.
Tinh toan ven cua thong diép dir Ma bém c6 duoc tir | Chikc ndng bt bugc
liéu viéc bam théng diép
2.4 dit liéu va md bam co

duwoc khi giai ma chir
ky 56 trimg nhau
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HUONG DANKET NOLDEN CONG KET NOI DICH VU
CHUNG\FHU ' KY/ SO CONG CONG DO BQ
KHO2 ONG NGHE XAY DUNG

(Ban hanh kém theo Thong tw soAS /2025/TT-BKHCN ngaydS thang8 nam 2025 cia

B¢ truong Bé Khoa hoc va Cong nghé)

1. M6 hinh két nbi

M5 hinh két néi véi Cong két ndi dich vu ching thuc chit ky sé cong cong
do Bd Khoa hoc va Cong nghé x4y dung (sau day goi la Cdng eSign) dwoc md ta

tai so do nhu sau:

® (

<—-—>

Cong dan 8
A Hrry

i T gy

\"%‘A\i
{'(
)
)
Cong két noi dich vy
charng thye chir Ky so
cong cong

v

CAO1

CAp2

[SRNIN

Thiét bj

Chu thich:

- HTTT: Hé théng théng tin phuc vu giao dich dién tr st dung chit ky sb.
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- CA: Tb chirc cung cip dich vu chimg thuc chit ky s6 cong cong.

2. Cac thong tin phuc vu két noi

a) Giao thurc sir dung dé két ndi 1a API, phuong thirc két néi 1a POST.
b) Puodng dan két ndi cac API: https://esign.neac.gov.vn

¢) Thong tin Céng eSign cung cép cho cac HTTT gdm: sp_id va

sp_password hodc token, trong do:

- sp_id: Ma xac thuc duoc cép cho HTTT.

- sp_password: Mat khau két néi duoc cép cho HTTT tuong tmg véi sp_id.



- token: Théng tin xéac thuc duoc cip cho HTTT.

d) Giao thiic bao mat dudng truyén khi két nbi toi thiéu 1a TLS 1.2.
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